DEPARTMENT OF FOREIGN AFFAIRS
KAGAWARAN NG UGNAYANG PANLABAS

BIDS AND AWARDS COMMITTEE
2330 Roxas Boulevard, Pasay City
Tel. Nos.: 834-4823; Fax No.: 831-9584
Email: bac.secretariat@dfa.gov.ph

SUPPLEMENTAL / BID BULLETIN No. 1

Project : Procurement of Endpoint Security Renewal and Correlated Detection and
Response for Endpoints

Reference : PB-GS-03-2021

ABC : PhP 4,500,000.00

Date : 4 March 2021

This supplemental/bid bulletin is issued to provide information to the prospective
proponents/bidders on the following changes to the Bidding Documents:

L Technical Specifications (Section VII) — The Technical Specifications (Section VII
and annexes) of the Bidding Documents are superseded by ANNEX 1 of this
Supplemental/Bid Bulletin No. 1 after considering inputs from the Committee and
prospective bidders.

The Bidding Documents is amended accordingly.

For the information and guidance of all concerned.

NARéfso T. CASTANEDA

BAC Chairperson

2330 Roxas Blvd., Pasay City, 1300 Philippines
Tel. No. 834 - 4000
www.dfa.gov.ph
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ANNEX 1
Technical Specification

Procurement of Endpoint Security Renewal and Correlated

Detection and Response for Endpoints

Background

Renewal and augmentation of existing endpoint security licenses.

II.

1.
2.

Objective

Smart Protection for Endpoint - 1500
XDR for Endpoints & Servers -1540

To renew the Department’s existing endpoint security and augment it with a cross-layered
detection and response (XDR):

I11.

Technical Specifications

STATEMENT OF
COMPLIANCE

All licenses and warranty shall be for the period of one (1) year.

Smart Protection for Endpoints

el A b e

—_ O

Anti-malware

Vulnerability Protection

Data Loss Prevention

Endpoint Encryption

Mobile Protection

Integrated detection and response

Application control against malicious software
Centralized visibility and control

Integrated detection and response

. Application control against malicious software
. Centralized visibility and control

XDR for Endpoint

3

Collects and correlates deep activity data across all
endpoints

Effective expert analytics to the activity data collected
from its native products in the environment to produce
correlated, actionable alerts

Simplify and speeds up investigation and response

Confid

1.

entiality

The Contractor shall ensure that each of its personnel
assigned to provide support service for the Endpoint
Security Renewal and Correlated Detection and Response
for Endpoints executes and signs a Non-Disclosure




Agreement which is to be submitted to the Department
prior to commencement of the service.

The Contractor shall not disclose any confidential
information accessed through the use of its services in
relation to the official functions or operations of the
Department without prior consent from the latter.

The Contractor shall immediately inform the Department of
breaches, attacks or other forms of cyber threats/activities
that may contribute to disclosure of any confidential
information.

4. Upon rcturn or replacement of desktops, laptops and tablets

the Contractor shall surrender, destroy or format the hard
sk di : A c tho JCT . '

Failure to comply with the confidentiality clause shall be
subject to penalties as provided in Republic Act No. 10173
— Data Privacy Act of 2012 and all other relevant rules and
regulations.

Duration and Delivery

1.

2.

3.

4.

The Contractor shall deliver and setup/configure the ICT
equipment, their peripherals and licenses within thirty (30)
days from the receipt of the Notice to Proceed (NTP).
The Contractor shall provide one-year warranty and one-
year maintenance support services.

The Contractor shall provide phone, email and onsite
support/assistance whenever required.

The Contractor should provide direct support/assistance
for installation and upgrade requirements.

Payment

1.

The Contractor shall be paid within thirty (30) working days
upon the submission of the sales invoice, or its equivalent
complete with supporting documents examined by the Office
of Financial Management Services-Financial Resource
Management Division (OFMS-FRMD). Payments shall be
made through List of Due and Demandable Accounts
Payable (LDDAP).

All payments shall be inclusive of all applicable taxes and
other lawful charges.




Note:

Bidder must state compliance to each of the provisions in the Terms of Reference/Technical
Specifications, as well as to the Schedule to Requirements. The STATEMENT OF COMPLIANCE must
be signed by the authorized representative of the Bidder, with proof of authority to sign and submit
the bid for and on behalf of the Bidder concerned. If the Bidder is a joint venture, the representative
must have authority to sign for and on behalf of the partners to the joint venture. All documentary
requirements should be submitted on or before the deadline for the submission of bids.

Bidders must state here either “Comply” or “Not Comply” against each of the individual
parameters of each Specification stating the corresponding performance parameter of the
equipment offered. Statements of “Comply” or “Not Comply” must be supported by evidence in a
Bidders Bid and cross-referenced to that evidence. Evidence shall be in the form of a
manufacturer’s un-amended sales literature, unconditional statements of specification and
compliance issued by the manufacturer, samples, independent test data etc., as appropriate. A
statement that is not supported by evidence is subsequently found to be contradicted by the
evidence presented will render the Bid under evaluation liable for rejection. A statement either in
the Bidders statement of compliance or the supporting evidence that is found to be false either
during Bid evaluation, post-qualification or the execution of the Contract may be regarded as
fraudulent and render the Bidder or supplier liable for prosecution subject to the provisions of ITB
Clause 3.1 (a)(ii) and/or GCC Clause 2.1 (a)(ii)

Conformé:

[Signature/s]

[Name of Bidder’s Authorized Representative/s]
[Position]

[Date]



