DEPARTMENT OF FOREIGN AFFAIRS
KAGAWARAN NG UGNAYANG PANLABAS

BIDS AND AWARDS COMMITTEE
2330 Roxas Boulevard, Pasay City
Tel. Nos.: 834-4823; Fax No.: 831-9584
Email: bac.secretariat@dfa.gov.ph

SUPPLEMENTAL / BID BULLETIN No. 2

Project : Procurement of Renewal of Licenses for Cybersecurity
Reference : PB-GS-04-2021

ABC : PhP 19,259,000.00

Date : 29 April 2021

This supplemental/bid bulletin is issued to provide information to the prospective
proponents/bidders on the following changes to the Bidding Documents:

L Technical Specifications (Section VII) — The Technical Specifications (Section VII and
annexes) of the Bidding Documents are superseded by ANNEX 1 of this Supplemental/Bid
Bulletin No. 2 after considering inputs from the Committee and prospective bidders.

The Bidding Documents is amended accordingly.

For the information and guidance of all concerned.

NAdCiSO T. CASTAgEDA e

Assistant Secretary and BAC Chairperson_(,l/
iy

2330 Roxas Blvd., Pasay City, 1300 Philippines
Tel. No. 834 - 4000
www.dfa.gov.ph



ANNEX 1

Technical Specification
RENEWAL OF LICENSES FOR CYBERSECURITY

I. | Background

The Department intends to renew and augment various ICT equipment Licenses.

II. | Objective

To renew the Department’s existing ICT Equipment Licenses and Software:
1. DNA Licenses

2. DNA Software

3. DNA Subscription

4. Access Point Licenses

5. ISE Licenses

6. ISE Secure Server Application

7. Any Connect License

8. Stealth Watch Licenses

9. Hyperflex Licenses

10. Hyperflex Software

11. UCS Software License

12. VMware License

13. Meraki License

III. | Contractor Qualifications:

1. Have at least Five (5) years experience in IT-related business operations.
2. Be a Certified Partner for all the brands being offered for at least five (5) years.
3. Submit the following certifications issued by the manufacturer:
a. Endorsing the Contractor to bid, sell, support and maintain the product being

offered;

4. Provide Three (3) technical engineers with the following qualifications:

a. One (1) Cisco Certified Network Associate (CCNA)
b. One (1) Cisco Certified Network Professional (CCNP)
c. One (1) Cisco Certified Network Associate - Security (CCNA - Security)

5. Provide the following certifications for each of its engineers:
a. Certified True Copy of Certificate of CCNA, CCNA — Security, and CCNP

IV. | Contractor’s Responsibility

The Contractor shall:

1. Supply, deliver, install and configure the licenses for all Cisco appliance listed below.
2. Ensure that all devices listed below are running in proper order.
3. Check all devices listed below.

Statement of

Item Name Description Quantity Compliance




DNA License

CON-SSTCM- SOLN SUPP SW SUBC3560CX DNA 4
356CXP12 Premier
CON-SSTCM- SOLN SUPP SW SUBC3560CX DNA 14
356CXP12 Premier
CON-LASWT .
DPNAPremier FermC3560CX12Port
356CXP12
CON-SSTCM- IS)rC;Ir;lI;IerSUPP SW SUBC3560CX DNA 3345
356CXP12
€3560CX-
C3560CX-DNA- DNA Premier Term C3560CX 12-Port 63
P-12
C9400-DNA-P- 1
1Y DNA Premier Term, C9400
CON-SSTCM- 1
C94p DNA Premier Term, C9400
PI-LFAS-AP-T- | PI Dev Lic for Lifecycle & Assurance Term
64
1Y 1Y
Wireless Cisco DNA On-Prem Essential, 32
AIR-DNA-E-1Y | Term Lic
Wireless Cisco DNA On-Prem Essential, 32
AIR-DNA-E-1Y | Term, Tracker Lic
AIR-DNA-TRK- | DNA SUBSCRIPTION RENEW - 3
1Y WIRELESS
DNA-SUB-TRK- | Cisco DNA Premier Term Add for Catalyst
: 64
1Y Switches
C9300-DNA-A- | C9300 DNA Advantage, 24-Port Term 1
24-1R Licenses Spare
DNA Software
CON-SSTCM- SOLN SUPP SW SUBC9300 DNA 1
C93A24 Advantage
DNA Subscription
C9300-DNA-P- C9300 DNA Premier, 48-Port, 1 Year Term
48-1R License 16
C9400-DNA-P-
1Y C9400 DNA Premier 1 Year Term License 1
C9500-DNA-L- C9500 DNA Premier 12Q/16X / 24Y4C 1
P-1Y Year Term License 2
CAT-DNA-P- DNA Premier Catalyst Add-on, 1 Year Term
ADD-1Y License null 16
DNA-SUB-TRK- | Cisco DNA Sub Tracker SKU 1Y - For
IR Renewal Only 19
ISE-BASE-TRK- 1.900
1Y ISE BASE Tracker Term 1Y ’
ISE-PLS-TRK- 1.900
1Y ISE PLS Tracker Term 1Y ’
PI-LFAS-AP-T- | PI Dev Lic for Lifecycle & Assurance Term
24
1Y 1Y
SWATCH-TRK- 3.300
1Y ISE BASE Tracker Term 1Y ’

Access Point Licenses




CON-ECMUS- SOLN SUPP SWSS Top Level SKU for 1
LICGT552 5520 AP Adder Licenses
CON-ECMUS- SOLN SUPP SWSS Cisco 5520 Wireless 100
LICT5520 Controller 1 AP Ad
PI-LFAS-AP-T- | PI Dev Lic for Lifecycle & Assurance Term
32
1Y 1Y
ISE Licenses
ISE-BASE-TRK- 230
1Y ISE BASE Tracker Term 1Y
ISE-PLS-TRK- 230
1Y ISE PLS Tracker Term 1Y
ISE Secure Server Application
CON-SNT- SNTC-8X5XNBD Large Secure Server for
SNS595K9 ISE Applications 2
Any Connect Licenses
L-AC-APX-1Y- | Cisco AnyConnect Apex License, 1 YR,
S5 1000-2499 Users 1500
L-ISE-PLS-1Y-
S1 Cisco ISE Plus License 100
Stealth Watch Licenses
SWATCH-TRK- 2920
1Y ISE BASE Tracker Term 1Y
Hyperflex License
HyperFlex Data Platform Standard Edition 1
HXDPS001-1YR | Yr Subscription 4
HyperFlex Data Platform Standard Edition 1
HXDPS001-1YR | Yr Subscription 4
CON-ECMU- SWSS UPGRADES Cisco UCS Director 1
CUICBASE Software License
CON-ECMU- SWSS UPGRADES Factory Installed - 4
HXVSEPLD VMware vSphere6 Ent Plus S
CON-ECMU- SWSS UPGRADES Cisco UCS Director 1
SVROFFERS Server Offerings - Smart Li
CON-ECMU- SWSS UPGRADES Cisco UCS Director Res 10
SVRP49 Lic - 10-49 Phy Srv,Sto
CON-ISV1- VCenter Server STD for vSphere 1-Inst;
VCXSTD3A ANNUAL List 1-YR Reqd 1
Hyperflex Software Licenses
CON-ECMU- SWSS UPGRADES Cisco UCS Director 1
CUICBASE Software License
CON-ECMU- SWSS UPGRADES Factory Installed - 1
HXVSEPLD VMware vSphere6 Ent Plus S
CON-ECMU- SWSS UPGRADES Factory Installed - 3
HXVSEPLD VMware vSphere6 Ent Plus S
UCS Software License
CON-ECMU- SWSS UPGRADES Cisco UCS Director
SVROFFERS Server Offerings - Smart Li 1
CON-ECMU- SWSS UPGRADES Cisco UCS Director Res
SVRP49 Lic - 10-49 Phy Srv,Sto 12




VMware License

CON-ISV1- VCenter Server STD for vSphere 1-Inst; 1
VCXSTD3A ANNUAL List 1-YR Reqd
Meraki License

LIC-MX84-SEC- | Meraki MX84 Advanced Security License
1YR and Support, IYR 83
LIC-MX100- Meraki MX100 Advanced Security License
SEC-1YR and Support, IYR 6
LIC-MX400- EOS Meraki MX400 Advanced Security
SEC-1YR License and Support, 1YR 2

Meraki MV Enterprise License and Support,
LIC-MV-1YR 1YR 15
LIC-MX68-SEC- | Meraki MX68 Advanced Security License
1YR and Support, IYR 15

V. | Confidentiality

1. The Contractor shall ensure that each of its personnel assigned to
provide support service for the Renewal of License for Cybersecurity
executes and signs a Non-Disclosure Agreement which is to be
submitted to the Department prior to commencement of the service.

2. The Contractor shall not disclose any confidential information accessed
through the use of its services in relation to the official functions or
operations of the Department without prior consent from the latter.

3. The Contractor shall immediately inform the Department of breaches,
attacks or other form of cyber threats/activities that may contribute to
disclosure of any confidential information.

4. Failure to comply with the confidentiality clause shall be subject to
penalties as provided in Republic Act No. 10173 — Data Privacy Act of
2012 and all other relevant laws and rules and regulations.

VI. | Duration and Delivery

1. The Contractor shall deliver and install/configure the ICT licenses
and software within thirty (30) days from the receipt of the Notice to
Proceed (NTP).

VII | Payment
1. The Contractor shall be paid within forty-five (45) working days upon

the submission of the sales invoice, or its equivalent complete with
supporting documents examined by the Office of Financial
Management Services-Financial Resource Management Division
(OFMS-FRMD). Payments shall be made through List of Due and
Demandable Accounts Payable (LDDAP).

All payments shall be inclusive of all applicable taxes and other lawful charges.




Note:

Bidder must state compliance to each of the provisions in the Terms of Reference/Technical
Specifications, as well as to the Schedule to Requirements. The STATEMENT OF COMPLIANCE
must be signed by the authorized representative of the Bidder, with proof of authority to sign
and submit the bid for and on behalf of the Bidder concerned. If the Bidder is a joint venture,
the representative must have authority to sign for and on behalf of the partners to the joint
venture. All documentary requirements should be submitted on or before the deadline for the
submission of bids.

Bidders must state here either “Comply” or “Not Comply” against each of the individual
parameters of each Specification stating the corresponding performance parameter of the
equipment offered. Statements of “Comply” or “Not Comply” must be supported by evidence
in a Bidders Bid and cross-referenced to that evidence. Evidence shall be in the form of a
manufacturer's un-amended sales literature, unconditional statements of specification and
compliance issued by the manufacturer, samples, independent test data etc., as appropriate.
A statement that is not supported by evidence is subsequently found to be contradicted by the
evidence presented will render the Bid under evaluation liable for rejection. A statement either
in the Bidders statement of compliance or the supporting evidence that is found to be false
either during Bid evaluation, post-qualification or the execution of the Contract may be
regarded as fraudulent and render the Bidder or supplier liable for prosecution subject to the
provisions of ITB Clause 3.1 (a)(ii) and/or GCC Clause 2.1 (a)(ii)

Conformé:

[Signature/s]

[Name of Bidder’'s Authorized Representative/s]
[Position]

[Date]



