
  
 
 

 
 

BIDS AND AWARDS COMMITTEE 
2330 Roxas Boulevard, Pasay City 

Tel. Nos.: 834-4823; Fax No.: 831-9584 
Email: bac.secretariat@dfa.gov.ph 

 
 

SUPPLEMENTAL / BID BULLETIN No. 1 
 
Project             : Procurement of Warranty for Cybersecurity 
Reference        : PB-GS-07-2021 
ABC                : PhP 7,000,000.00 
Date                 : 29 April 2021 
 
          This supplemental/bid bulletin is issued to provide information to the prospective 
proponents/bidders on the following changes to the Bidding Documents: 
 
 

I. Technical Specifications (Section VII) – The Technical Specifications (Section VII and 
annexes) of the Bidding Documents are superseded by ANNEX 1 of this Supplemental/Bid 
Bulletin No. 1 after considering inputs from the Committee.  

 
 
The Bidding Documents is amended accordingly. 
 
For the information and guidance of all concerned. 
 
 
 
                       

NARCISO T. CASTAÑEDA 
             Assistant Secretary and BAC Chairperson 

 
 

 
 

 
 
 

 
 

 



ANNEX 1 
TECHNICAL SPECIFICATIONS 

Warranty for Cybersecurity 
 

I. Background 
 
The Department of Foreign Affairs (DFA), committed to the delivery of efficient and 
reliable network that benefits all offices, Consular Offices, Department clientele and 
stakeholders, plans to procure The Supply, Delivery, Implementation and Maintenance for 
one (1) year of the existing Cisco Network Equipment and Cisco Network Software in the 
DFA Main Building and DFA–ASEANA offices. 

II. Objective 
 
The Department intends to renew and augment various Cisco product warranty and 
Contractor Support and Maintenance. 

III. 
Contractor’s Qualifications 

STATEMENT 
OF 

COMPLIANCE 
 The Contractor shall:  

 
1. Have at least Five (5) years experience in IT-related 
business operations. 
2. Be a Certified Partner for all the brands being offered 
for at least five (5) years. 
3. Submit the following certifications issued by the 
manufacturer:  

a. Endorsing the Contractor to bid, sell, support 
and maintain the product being offered; 

4. Provide Three (3) technical engineers with the 
following qualifications: 
  

a. One (1) Cisco Certified Network Associate 
(CCNA) 
b. One (1) Cisco Certified Network Professional 
(CCNP) 
c. One (1) Cisco Certified Network Associate - 
Security (CCNA - Security)  

  
5. Provide the following certifications for each of its 
engineers:  

a. Certified True Copy of Certificate of CCNA, 
CCNA – Security, and CCNP 

 

IV. Contractor’s Responsibility  

 The Contractor shall: 
 

1. Renew all product warranty of Cisco appliance listed below 
2. Ensure that all devices listed below are running in proper 

order 

 



3. Check all devices listed below 
4. ICTD personnel are equipped with knowledge of the devices 

listed below 
V. Technical Specifications  

All warranty shall be valid for a period of one (1) year.  

 Item Name Description Quantity  
 CON-SSSNT-

C93002TA 
SOLN SUPP 8X5XNBD Catalyst 9300 24-
port data only, Network 30 

 

 CON-SSSNT-
C93004TA 

SOLN SUPP 8X5XNBD Catalyst 9300 24-
port data only, Network 22 

 

 CON-SSSNT-
C9407R 

SOLN SUPP 8X5XNBD Cisco Catalyst 
9400 1 

 

 CON-SNT-
WSC312PC 

SNTC-8X5XNBD Cisco Catalyst 3560-CX 
12 Port PoE IP Ba 21 

 

 CON-SNT-
WSC312TC 

SNTC-8X5XNBD Cisco Catalyst 3560-CX 
12 Port Data IP B 42 

 

 CON-SNT-
AIR1IAKP 

SNTC-8X5XNBD 802.11ac Wave 2; 
3x3:2SS; Int Ant; A Reg 22 

 

 CON-SNT-
AIRAPAKP 

SNTC-8X5XNBD 802.11ac W2 AP w/CA; 
3x4:3; Int Ant; 2x 10 

 

 CON-SNT-
AIRCTRTK 

SNTC-8X5XNBD Cisco 3504 Wireless 
Controller 1 

 

 CON-SNT-
CSKITK9 

SNTC-8X5XNBD Room Kit with 
integrated microphone, spe 1 

 

 CON-SNT-
CSMICTMP 

SNTC-8X5XNBD Cisco Table 
Microphone with Jack plug 1 

 

 CON-SNTP-
240CM5SX 

SNTC 24X7X4 Cisco HyperFlex HX240c 
M5 Node 4 

 

 CON-SNTP-
240CM5SX 

SNTC 24X7X4 Cisco HyperFlex HX240c 
M5 Node 4 

 

 CON-SNTP-
HX6248UP 

SNTC 24X7X4, UCS 6248UP 1RU Fabric 
Int No PSU 32 UP 12p LIC 2 

 

 CON-SNTP-
HX6248UP 

SNTC 24X7X4, UCS 6248UP 1RU Fabric 
Int No PSU 32 UP 12p LIC 2 

 

 CON-SNT-
SNS3515K 

SNTC-8X5XNBD Small Secure Network 
Server for ISE Appl 1 

 

 CON-SNT-
WSC312TC 

SNTC-8X5XNBD Cisco Catalyst 3560-CX 
12 Port Data IP B 3 

 

 CON-SNT-
WSC312TC 

SNTC-8X5XNBD Cisco Catalyst 3560-CX 
12 Port Data IP B 1 

 

 CON-SNT-
WSC312TC 

SNTC-8X5XNBD Cisco Catalyst 3560-CX 
12 Port Data IP B 4 

 

 CON-SSSNT-
C93002TA 

SOLN SUPP 8X5XNBD Catalyst 9300 24-
port data only, Network 1 

 

 CON-SSSNT-
DN1HWADN 

SOLN SUPP 8X5XNBD DNA Center 
Appliance 1 

 

 CON-SSSNT-
DN1HWADN 

SOLN SUPP 8X5XNBD DNA Center 
Appliance 1 

 



 CON-SSTCM-
C93A24 

SOLN SUPP SW SUBC9300 DNA 
Advantage 1 

 

 CON-ECDN-
CTSMICTB 

ESS WITH 8X5XNBD Cisco TelePresence 
Table Microphone 60 2 

 

 CON-ECDN-
MX700D2C 

ESS WITH 8X5XNBD Cisco MX700 NPP 
Dual 55in Dual Camera 1 

 

 CON-ECDN-
MX700D2C 

ESS WITH 8X5XNBD Cisco MX700 NPP 
Dual 55in Dual Camera 1 

 

 CON-L1NBD-
DN1HWADN 
CON-SSSNT-
DN1HWADN 

CX LEVEL 1 8X5XNBD ^Gen1 DNA HW 
Appliance. DN1-HW-APL 
SOLN SUPP 8x5xNBD DNA Center 
Appliance 1 

 

 CON-SNT-
AIR2DK9C 

SNTC-8X5XNBD 802.11ac Wave 2; 
3x3:2SS; Int Ant; A Reg 130 

 

 CON-SNT-
AIRP28IK 

SNTC-8X5XNBD 802.11ac W2 AP w/CA; 
3x4:3; Int Ant; 20 

 

 CON-SNT-
BE6M4M4K 

SNTC-8X5XNBD Cisco Business Edition 
6000M Svr (M4), E 1 

 

 CON-SNTP-
HX6248UP 

SNTC 24X7X4, UCS 6248UP 1RU Fabric 
Int No PSU 32 UP 12p LIC 2 

 

 CON-SSSNT-
AIRT5550 

SOLN SUPP 8X5XNBD Cisco 5520 
Wireless Controller supporting 1 

 

 CON-SNT-
C93004PA 

SNTC-8X5XNBD Catalyst 9300 48-port 
PoE+, Network Adva 7 

 

 CON-SNT-
C93004TA 

SNTC-8X5XNBD Catalyst 9300 48-port 
PoE+, Network Adva 9 

 

 CON-SNT-
C95K16XA SNTC-8X5XNBD Catalyst 9500 16-por 2 

 

 CON-SNT-
C9407R SNTC-8X5XNBD Cisco Catalyst 9400 1 

 
 

 
 Other Requirements:  
 The Contractor shall: 

1. Conduct quarterly onsite preventive maintenance and health check 
for all Cisco Products at DFA Main Office and DFA ASEANA. 

2. Unlimited corrective maintenance/repair activity. 
3. Eight (8) hours by five (5) days support during contract duration 
4. One (1) hour response time for technical phone support upon 

receipt of ticket request from DFA IT support team. 
5. On site repair if not resolved through phone support.  
6. If the hardware cannot be repaired on site due to extraordinary 

hardware difficulties and needs to be pulled-out, the replacement 
for the pulled-out hardware must be repaired, delivered, installed 
and tested within 10 calendar days 

7. Pull out, repair, delivery, installation and testing of the appliance 
shall be free of charge, if on site repair cannot be done 

8. Onsite   assistance   on   activities   that   will   affect   the equipment 
during the contract period, such as but not limited to, power 
maintenance and transfer of equipment within the building 

 



9. Pro-active advisories on patch/ firmware upgrade (e.g. bug fixes, 
security updates and capability improvements) including but not 
limited to installation and configuration. 

10. Trainings for (preferably within a 10 km-radius from the DFA 
Main Building Roxas Blvd.): 

a. Cisco Certified Network Associate (CCNA) training for 
two (2) ICTD personnel (No Certification Exam but with 
certificate of attendance with number of hours/days)  

b. VMware training for two (2) ICTD personnel (No 
Certification Exam but with certificate of attendance with 
number of hours/days) 

c. Engineering Cisco Meraki Solutions Part 1 (ECMS1) v2.0 
for two (2) ICTD personnel (No Certification Exam but 
with certificate of attendance with number of hours/days) 

d. Introducing Cisco Unified Computing System (DCIUCS) 
v1.0 for two (2) ICTD personnel (No Certification Exam 
but with certificate of attendance with number of 
hours/days) 

 
VI 
 

Confidentiality 
 

1. The Contractor shall ensure that each of its personnel assigned 
to provide support service for the Warranty for Cybersecurity 
executes and signs a Non-Disclosure Agreement which is to be 
submitted to the Department prior to commencement of the 
service. 

 
2. The Contractor shall not disclose any confidential information 

accessed through the use of its services in relation to the official 
functions or operations of the Department without prior consent 
from the latter. 

 
3. The Contractor shall immediately inform the Department of 

breaches, attacks or other form of cyber threats/activities that 
may contribute to disclosure of any confidential information. 

 
4. Failure to comply with the confidentiality clause shall be subject 

to penalties as provided in Republic Act No. 10173 – Data 
Privacy Act of 2012 and all other relevant rules and regulations. 

 

VII Duration and Delivery 
 

1. The Contractor shall renew product warranty and maintain 
Department’s ICT equipment within thirty (30) days from the 
receipt of the Notice to Proceed (NTP). 

 

VIII Payment 
1. The Contractor shall be paid within forty-five (45) working days 

upon the submission of the sales invoice, or its equivalent 
complete with supporting documents examined by the Office of 
Financial Management Services-Financial Resource 
Management Division (OFMS-FRMD). Payments shall be 

 



made through List of Due and Demandable Accounts Payable 
(LDDAP). 

 
All payments shall be inclusive of all applicable taxes and other lawful 
charges. 

 
Note: 
 
Bidder must state compliance to each of the provisions in the Terms of Reference/Technical 
Specifications, as well as to the Schedule to Requirements. The STATEMENT OF COMPLIANCE 
must be signed by the authorized representative of the Bidder, with proof of authority to sign 
and submit the bid for and on behalf of the Bidder concerned. If the Bidder is a joint venture, 
the representative must have authority to sign for and on behalf of the partners to the joint 
venture. All documentary requirements should be submitted on or before the deadline for the 
submission of bids. 
 
Bidders must state here either “Comply” or “Not Comply” against each of the individual 
parameters of each Specification stating the corresponding performance parameter of the 
equipment offered. Statements of “Comply” or “Not Comply” must be supported by evidence 
in a Bidders Bid and cross-referenced to that evidence. Evidence shall be in the form of a 
manufacturer’s un-amended sales literature, unconditional statements of specification and 
compliance issued by the manufacturer, samples, independent test data etc., as appropriate. 
A statement that is not supported by evidence is subsequently found to be contradicted by the 
evidence presented will render the Bid under evaluation liable for rejection. A statement either 
in the Bidders statement of compliance or the supporting evidence that is found to be false 
either during Bid evaluation, post-qualification or the execution of the Contract may be 
regarded as fraudulent and render the Bidder or supplier liable for prosecution subject to the 
provisions of ITB Clause 3.1 (a)(ii) and/or GCC Clause 2.1 (a)(ii) 
 
Conformé: 
 
[Signature/s] 
[Name of Bidder’s Authorized Representative/s] 
[Position] 
[Date] 
 


