


AGREEMENT FOR THE PROCUREMENT OF RENEWAL OF EMAIL MANAGEMENT
SERVICES CY 2023

KNOW ALL MEN BY THESE PRESENTS:

This Agreement for the Procurement of Renewal Pf Ein il lﬁlan ement Services CY
2023 (hereinafter, the AGREEMENT) entered into in || 1P 26?3 , Philippines, on
2023 between the:

DEPARTMENT OF FOREIGN AFFAIRS, (hereafter, the PROCURING
ENTITY), with principal office address at 2330 Roxas Blvd., Pasay City,
1300 Metro Manila, represented by its Undersecretary and Acting Head
of the Procuring Entity (HOPE) HONORABLE ANTONIO A. MORALES,

and

ePLDT INC., (hereinafter, the CONTRACTOR), is a company duly
organized and existing under and by the virtue of the laws of the
Philippines, as evidenced by the submitted Securities and Exchange
Commission (SEC) Certificate of Registration dated 14 August 2000
(ANNEX “A”), with principal office address at 5" Floor, LV, Locsin
Building, Ayala Avenue cor. Makati Avenue, Makati City, represented by
its Chief Commercial Officer, Mr. JOHN-JOHN R. GONZALES who is
duly authorized to enter into this Agreement pursuant to the Secretary’s
Certificate dated 03 January 2023 (ANNEX “B") and made an integral
part of this Agreement

WITNESSETH:

WHEREAS, the PROCURING ENTITY invited bids for the Procurement of Email
Management Services CY 2023 and has accepted a bid by the CONTRACTOR to provide
said service in the amount of Twenty Two Million Thirty Seven Thousand Eight Hundred Eighty
Eight Pesos (PhP 22,037,888.00) only, (hereinafter, the Contract Price), inclusive of all
applicable taxes and other lawful charges.

WHEREAS, the parties complied with the relevant requirements of Republic Act No.
9184 otherwise known as the "Government Procurement Reform Act" and Government
Procurement Policy Board (GPPB) Rules and Regulations, and entered into this
AGREEMENT, pursuant to BAC Resolution No. CPM-PB-09-2023 dated 04 April 2023.

WHEREAS, the following provisions are inclusion to protect the interests of the
Department:

a. No Employer-Employee Relationship. This Agreement does not establish
anyemployer-employee relationship between the Procuring Entity, the Contractor,
being an independent contractor, and the Ilatter's employees, agent,
representatives, or subcontractors.

b. Third Party Contracts. Any other contract or agreement entered into by the
Contractor and a third party for the implementation of this Agreement shall be
exclusively between such parties, to the exclusion of the Procuring Entity. The
Contractor warrants that it shall hold free and harmless the Procuring Entity from
any and all such suits, and in no event shall it be held liable to such third parties
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for any special, incidental, indirect, consequential or punitive damages relating to
the delivery of the goods and services.

Amendment. Any amendment of this Agreement shall be mutually agreed upon
by the Parties in writing.

. Waiver of Rights. No failure, omission, or delay of any of the Parties in exercising

any of its rights, privileges and remedies hereunder shall operate as a waiver
thereof. No waiver or departure from the terms of this Agreement shall be valid
unless made in writing and signed by the Party’s authorized representative. Such
waiver shall be effective only in the specific instance and for the purpose for which
it is given.

Indemnity. The Contractor shall hold the Procuring Entity free and harmless from,:

and hereby binds and obligates itself to indemnify the Procuring Entity form any
and all liabilities, losses, damages, injuries, claims, demands, suits, proceedings,
judgments, awards, fines, penalties, and all expenses, legal or otherwise, of
whatever kind and nature arising from and by reason of this Agreement, due to the
fault, negligence, act, omission, delay, conduct, breach of trust, or non-observance
or violation of any provision of this Agreement by the Contractor and/or of its
employees, agents, representatives, or subcontractor.

Force Majeure. The Procuring Entity and the Contractor shall not be liable in any
way whatsoever for delays or failure in the performance resulting from acts beyond
their reasonable control, which may not be overcome by due diligence. Such acts
shall include but not limited to acts of God, material shortages, riots, war,
governmental regulation imposed after the fact, flood, fire, earthquake, power
outages or other such natural disasters. The obligation of the Procuring Entity and
the Contractor insofar as they are affected by such occurrence, shall be suspended
during the continuance of any inability so caused, and such inability shall not be a
breach of this Contract.

Successors and Assigns. This Agreement shall be binding upon and inure to the
benefit of the Parties heretc and their assignees and successors-in-interest,
provided, however, that the Contract shall not assign or transfer any or all of its
rights and obligations herein to any third party without the prior written consent of
the Procuring Entity,

Separability Clause. The invalidity in whole or in part of any clause in the terms
and conditions of this Agreement and its Annexes shall not affect the validity of the
remainder of such clause of these terms and conditions. If any term or condition of
this Agreement and its Annexes is declared invalid or contrary to law, the other
terms or conditions that are not covered by such declaration shall remain valid and
binding. The Parties shall amend the term or condition declared invalid or contrary
to law, to conform to the subject and objective thereof.

Governing Law. This Agreement shall be governed, construed, and enforced in
accordance with Philippine laws, rules and regulations.

Dispute Resolution and Venue of Action. The Parties shall exert their best
efforts to amicably resolve and settle in good faith any dispute arising out of or in
relation to this Agreement through negotiations. If an amicable settlement cannot
be reached within sixty (80) days from the date on which either Party has served
written notice thereof on the other party, the Parties agree to settle the matter with
finality by submitting the same for arbitration in accordance with the Philippine
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Dispute Resolution Center, Inc.’s (PDRCI's) rules and regulations. The arbitration
proceedings, including all records, documents, pleadings, orders and judgments
filed or rendered in pursuant thereto, shall be kept confidential and shall be in the
English language. Nothing in this Agreement shall prevent the Parties from
applying to a Philippine court of competent jurisdiction for provisional or interim
measures or injunctive relief as may be necessary to safeguard the property rights,
as may be the subject matter of the dispute. The seat and venue of arbitration and
court proceedings shall be in Pasay City, Metre Manila, Philippines to the exclusion
of other venues.

k. Entire Agreement. Both Parties acknowledge that this Agreement and its Annexes
constitute the entire agreement between them and shall completely supersede all
other prior understandings, previous communications, or contracts, oral or written,
between the Parties relating to the subject matter hereof.

NOW, THEREFORE, for and in consideration of the foregoing premises, the PARTIES
agree as follows:

1.

The relevant definitions and general provisions in the General Conditions of the
Contract (GCC) and Special Conditions of the Contract (SCC) of the Philippine Bidding
Documents which are not otherwise provided for herein or in any of the annexes to this
AGREEMENT shall apply suppletory.

The following documents are deemed to form, be read and construed integral parts of
this AGREEMENT:

ANNEX A — SEC Certificate

ANNEX B — Secretary’s Certificate dated 03 January 2023 and Omnibus Sworn
Statement dated 15 March 2023

ANNEX C - Notice of Award dated 04 April 2023

ANNEX D ~ Bid Form

ANNEX E — Certificate of Availability of Funds

ANNEX F — Technical Specifications

ANNEX G - General Conditions of the Contract

ANNEX H — Special Conditions of the Contract

The CONTRACTOR shall deliver the goods to the PROCURING ENTITY within the
period prescribed in the Terms of Reference/ Technical Specifications (Annex “F”).

For and in consideration of the performance of services and delivery of goods, the
PROCURING ENTITY shall pay the CONTRACTOR the Contract Price within Thirty
(30) working days upon delivery of goods and submission of all pertinent documents
to the payment process of the project. The terms of payment shall be made in
accordance with the Terms of Reference/ Technical Specifications {Annex “F").

In no case shall the total payment to the Second Party exceed the Contract Price as
stated in this Contract, inclusive of all applicable taxes and other lawful charges;

All payments shall be made through the List of Due and Demandable Accounts
Payable-Advice to Debit Accounts (LDDAP-ADA) payable to “ePLDT Inc.” within thirty
(30) working days from the First Party's receipt of the Second Party’s billing for services
rendered.
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7. The Commencement of the agreement is 30 days upon receipt of Notice to proceed
and the End term is 1 year after the commencement of this agreement.

have signed this AGREEMENT on ,in , Metro Manila.

IN WITNESS WHEREOF, the Balaem._;ﬁr%h their authorized representatives hereto
£d

For the Procuring Entity: For the Contractor:
DEPARTMENT OF FOREIGN AFFAIRS ePLDT, INC.

'GONZALES
al Officer

WITNESSES

By: JoOVY V. FERRER
Aa;_-j D.?@tmwtthfef Cueountanl,




ACKNOWLEDGMENT
Republic of the Philippines)
MANILA CITY s.s.
B NOTARY PUBLIC for and in the City of, , Philippines, on
EF? R]E ?A EZUZ‘:] personally appeared Honorable A. MORALES,

Undersecretary and Head of Procuring Entity of the Department of Foreign Affairs and JOHN-
JOHN R. GONZALES, Chief Commercial Officer of ePLDT, INC., known to me to be the
same persons who executed the foregoing Agreement for the Procurement of Renewal of
Email Management Services CY 2023 which instrument consists of pages including
the page on which this acknowledgment is written and the Annexes attached thereto, all pages
of which have been signed by said PARTIES and their witnesses, and who acknowledged to
me that the same is their free and voluntary act and deed and of the entities they represent.

The Philippine Government-Issued ID of the Parties were exhibited to me, the same bearing:

NAME ID No. PLACE OF DATE OF
ISSUE ISSUE
ANTONIO A. MORALES MM 092 DFA mﬁmllt 02 AIIUUIS‘f w9
Privpr Ucenie 1. Pani Valid arz T
JOHN-JOHN R. GONZALES Nol- ¢ 04300 Melvo nlle - /43_/%":’

IN WITNESS WHEREOF, | have hereunto set my hand and affixed my notarial seal, the day,
year and place above written.

NOTARY PUBLIC

Doc. No. O/_’
()

Page No. >

Book. No. "¢/

Series of 2023

PTRHO.0060197 - 01/05/2021 MiA
ROLLNO. 29679, TW. 172:528.629
® MCLE COMPL NO. V10000155 6/26/2019 Yalid Aweil 14, 2025
—_" ﬁrin‘mmmu,a-z,wmswom ML
i AP DOURT . NO. 3755 EXTENRED FROM s LT JUNE 30, 202



AGREEMENT FOR THE PROCUREMENT OF RENEWAL OF EMAIL MANAGEMENT
SERVICES CY 2023

KNOW ALL MEN BY THESE PRESENTS:

This Agreement for the Procurement of Renewal of E aﬂ#\l{a%a ment Services CY
2023 (hereinafter, the AGREEMENT) entered into in 'g] { , Philippines, on
2023 between the:

DEPARTMENT OF FOREIGN AFFAIRS, (hereafter, the PROCURING
ENTITY), with principal office address at 2330 Roxas Blvd., Pasay City,
1300 Metro Manila, represented by its Undersecretary and Acting Head
of the Procuring Entity (HOPE) HONORABLE ANTONIO A. MORALES,

and

ePLDT INC., (hereinafter, the CONTRACTOR), is a company duly
organized and existing under and by the virtue of the laws of the
Philippines, as evidenced by the submitted Securities and Exchange
Commission (SEC) Certificate of Registration dated 14 August 2000
(ANNEX “A7), with principal office address at 5™ Floor, LV, Locsin
Building, Ayala Avenue cor. Makati Avenue, Makati City, represented by
its Chief Commercial Officer, Mr. JOHN-JOHN R. GONZALES who is
duly authorized to enter into this Agreement pursuant to the Secretary’s
Certificate dated 03 January 2023 (ANNEX “B”) and made an integral
part of this Agreement

WITNESSETH:

WHEREAS, the PROCURING ENTITY invited bids for the Procurement of Email
Management Services CY 2023 and has accepted a bid by the CONTRACTOR to provide
said service in the amount of Twenty Two Million Thirty Seven Thousand Eight Hundred Eighty
Eight Pesos (PhP 22,037,888.00) only, (hereinafter, the Contract Price), inclusive of all
applicable taxes and other lawful charges.

WHEREAS, the parties complied with the relevant requirements of Republic Act No.
9184 otherwise known as the "Government Procurement Reform Act" and Government
Procurement Policy Board (GPPB) Rules and Regulations, and entered into this
AGREEMENT, pursuant to BAC Resolution No. CPM-PB-09-2023 dated 04 April 2023.

WHEREAS, the following provisions are inclusion to protect the interests of the
Department:

a. No Employer-Employee Relationship. This Agreement does not establish
anyemployer-employee relationship between the Procuring Entity, the Contractor,
being an independent contractor, and the latter's employees, agent,
representatives, or subcontractors.

b. Third Party Contracts. Any other contract or agreement entered into by the
Contractor and a third party for the implementation of this Agreement shall be
exclusively between such parties, to the exclusion of the Procuring Entity. The
Contractor warrants that it shall hold free and harmless the Procuring Entity from
any and all such suits, and in no event shall it be held liable to such third parties
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for any special, incidental, indirect, consequential or punitive damages relating to
the delivery of the goods and services.

Amendment. Any amendment of this Agreement shall be mutually agreed upon
by the Parties in writing.

. Waiver of Rights. No failure, omission, or delay of any of the Parties in exercising
any of its rights, privileges and remedies hereunder shall operate as a waiver
thereof. No waiver or departure from the terms of this Agreement shall be valid
unless made in writing and signed by the Party’s authorized representative. Such
waiver shall be effective only in the specific instance and for the purpose for which
it is given.

Indemnity. The Contractor shall hold the Procuring Entity free and harmless from,
and hereby binds and obligates itself to indemnify the Procuring Entity form any
and all liabilities, losses, damages, injuries, claims, demands, suits, proceedings,
judgments, awards, fines, penalties, and all expenses, legal or otherwise, of
whatever kind and nature arising from and by reason of this Agreement, due to the
fault, negligence, act, omission, delay, conduct, breach of trust, or non-observance
or viclation of any provision of this Agreement by the Contractor and/or of its
employees, agents, representatives, or subcontractor.

Force Majeure. The Procuring Entity and the Contractor shall not be liable in any
way whatsoever for delays or failure in the performance resulting from acts beyond
their reasonable control, which may not be overcome by due diligence. Such acts
shall include but not limited to acts of God, material shortages, riots, war,
governmental regulation imposed after the fact, flood, fire, earthquake, power
outages or other such natural disasters. The obligation of the Procuring Entity and
the Contractor insofar as they are affected by such occurrence, shall be suspended
during the continuance of any inability so caused, and such inability shall not be a
breach of this Contract.

Successors and Assigns. This Agreement shall be binding upon and inure to the
benefit of the Parties hereto and their assignees and successors-in-interest,
provided, however, that the Contract shall not assign or transfer any or all of iis
rights and obligations herein to any third party without the prior written consent of
the Procuring Entity.

Separability Clause. The invalidity in whole or in part of any clause in the terms
and conditions of this Agreement and its Annexes shall nat affect the validity of the
remainder of such clause of these terms and conditions. If any term or condition of
this Agreement and its Annexes is declared invalid or contrary to law, the other
terms or conditions that are not covered by such declaration shall remain valid and
binding. The Parties shall amend the term or condition declared invalid or contrary
to law, to conform to the subject and objective thereof,

Governing Law. This Agreement shall be governed, construed, and enforced in
accordance with Philippine laws, rules and regulations.

Dispute Resolution and Venue of Action. The Parties shall exert their best
efforts to amicably resolve and settle in goed faith any dispute arising cut of or in
relation to this Agreement through negotiations. If an amicable settlement cannot
be reached within sixty (60) days from the date on which either Party has served
written notice thereof on the other party, the Parties agree to settle the matter with
finality by submitting the same for arbitration in accordance with the Philippine
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Dispute Resolution Center, Inc.'s (PDRC/I’s) rules and regulations. The arbitration
proceedings, including all records, documents, pleadings, orders and judgments
filed or rendered in pursuant thereto, shall be kept confidential and shall be in the
English language. Nothing in this Agreement shall prevent the Parties from
applying to a Philippine court of competent jurisdiction for provisional or interim
measures or injunctive relief as may be necessary to safeguard the property rights,
as may be the subject matter of the dispute. The seat and venue of arbitration and
court proceedings shall be in Pasay City, Metro Manila, Philippines to the exclusion
of other venues.

k. Entire Agreement. Both Parties acknowledge that this Agreement and its Annexes
constitute the entire agreement between them and shall completely supersede all
other prior understandings, previous communications, or contracts, oral or written,
between the Parties reiating to the subject matter heregof.

NOW, THEREFORE, for and in consideration of the foregoing premises, the PARTIES
agree as follows:

1.

The relevant definitions and general provisions in the General Conditions of the
Contract (GCC) and Special Conditions of the Contract (SCC) of the Philippine Bidding
Documents which are not otherwise provided for herein or in any of the annexes to this
AGREEMENT shall apply suppletory.

The foliowing documents are deemed to form, be read and construed integral parts of
this AGREEMENT:

ANNEX A — SEC Certificate

ANNEX B — Secretary’s Certificate dated 03 January 2023 and Omnibus Sworn
Statement dated 15 March 2023

ANNEX C — Notice of Award dated 04 April 2023

ANNEX D - Bid Form

ANNEX E — Certificate of Availability of Funds

ANNEX F — Technical Specifications

ANNEX G — General Conditiens of the Contract

ANNEX H — Special Conditions of the Contract

The CONTRACTOR shall deliver the goods to the PROCURING ENTITY within the
period prescribed in the Terms of Reference/ Technical Specifications (Annex “F").

For and in consideration of the performance of services and delivery of goods, the
PROCURING ENTITY shall pay the CONTRACTOR the Contract Price within Thirty
(30) working days upon delivery of goods and submission of all pertinent documents
to the payment process of the project. The terms of payment shall be made in
accordance with the Terms of Reference/ Technical Specifications (Annex “F™).

In no case shall the total payment to the Second Party exceed the Contract Price as
stated in this Contract, inclusive of ali applicable taxes and other lawful charges;

All payments shall be made through the List of Due and Demandable Accounts
Payable-Advice to Debit Accounts (LDDAP-ADA) payable to “ePLDT Inc.” within thirty
(30) working days from the First Party’s receipt of the Second Party’s billing for services
rendered.



7. The Commencement of the agreement is 30 days upon receipt of Notice to proceed
and the End term is 1 year after the commencement of this agreement.

IN WITNESS WHEREOF, the Partles through their authorized representatives hereto
have signed this AGREEMENT on || & A1 £ ,in , Metro Manila.

For the Procuring Entity: For the Contractor:

DEPARTMENT OF FOREIGN SAIRS ePLDT, INC.
//;_7

/2

7
By: JOHN-JO
Chief Co

GONZALES
a1 Officer
Head ofthe Procuring Entity

WITNESSES

By: 0OVY 6 FERREMA By:

Ac-u'j Deparkrne Chief Quecountorit,




ACKNOWLEDGMENT

Republic OWA%ETi%ﬂ;gS)
S,

. BEFORE ME, a NOTARY PUBLIC for and in the City ofMANILA ClTy . Philippines, on
AER ] 2 Zg personally appeared Honorable ANTONIO A. MORALES,
Undersecretary and Head of Procuring Entity of the Department of Foreign Affairs and JOHN-
JOHN R. GONZALES, Chief Commercial Officer of ePLDT, INC., known to me to be the
same persons who executed the foregoing Agreement for the Procurement of Renewal of
Email Management Services CY 2023 which instrument consists of pages including
the page on which this acknowledgment is written and the Annexes attached thereto, all pages

of which have been signed by said PARTIES and their witnesses, and who acknowledged to
me that the same is their free and voluntary act and deed and of the entities they represent.

The Philippine Government-Issued ID of the Parties were exhibited to me, the same bearing:

NAME ID No. PLACE OF DATE OF
ISSUE ISSUE
ANTONIO A. MORALES | masgd. DFA Manila 0L hgnst 1019
Oriter licanse np. . Vond unhf.
JOHN-JOHN R. GONZALES | " " Medro Manila alex s

IN WITNESS WHEREOF, | have hereunto set my hand and affixed my notarial seal, the day,
year and place above written.

NOTARY PUBLIC

Doc. No. 9/
PageNo. 0O

Book. No. K{/

Series of 2023

\ : A
NOTARIAL COMMISSI 0-097 [ 12/31/2021 Manila
1BP NO. 178598 - 01/03/2022, PASIG
PTRNO. 0960197 01/05/2021 MLA
ROLL NC, 29679, TIN: 172-528-620
MCLE COMPL. NO. V1I-0000155 6/26/2019 Valid April 14, 2025
URBAN DECA HOMES MANILA, B-Z, UNITT 355, TONDO, MLA,
UNDER SUPREME COURT B.14. N, 3735 EXTENDEC FROWM IAN, § 70 JUN 30, 200
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DEPARTMENT OF FOREIGN AFFAIRS
KAGAWARAN NG UGNAYANG PANLABAS

BIDS AND AWARDS COMMITTEE
BAC Resolution No. CPM-PB-098-2023

RESOLUTION RECOMMENDING AWARD OF THE
CONTRACT ON THE PROCUREMENT OF
RENEWAL OF EMAIL SUBSCRIPTION

WHEREAS, the Department of Foreign Affairs (DFA), through the authorized
appropriations under the FY 2023 General Appropriations Act and FY 2022 Continuing
Appropriations, intends to apply the sum of Twenty Four Million Nine Hundred
Thousand Pesos (PhP 24,900,000.00) only, being the Approved Budget for the
Contract (ABC) for the Procurement of Renewal of Email Subscription;

WHEREAS, the ABC is chargeable against OCA’s 2023 MOOE and OAMSS’ FY
2022 Continuing Appropriations;

WHEREAS, on 03 March 2023, the Bids and Awards Committee (BAC)
conducted a Pre-Procurement Conference to discuss the Technical Specifications/
Terms of Reference, and funding for the procurement project;

WHEREAS, on 10 March 2023, the Bids and Awards Committee (BAC)
Secretariat posted for seven (7) consecutive calendar days the Invitation to Bid for the
Procurement of Renewal of E-mail Subscription on the DFA and PhilGEPS websites,
and conspicuous places within the premises of the DFA, in accordance with Section
21.2 of the Implementing Rules and Regulations (IRR) of Republic Act (RA) 9184;

WHEREAS, on 17 March 2023, the BAC held a Pre-Bid Conference, to discuss
the eligibility requirements and the technical and financial components of the contract,
which was attended by ePLDT, Inc., Crayon Software Experts, Inc.,Universal Access
and Systems Solutions, and MyBusyBee, Inc.;

WHEREAS, on 31 March 2023, the deadline for the submission and receipt of
bids as well as the date of opening thereof, ePLDT, Inc. and Crayon Software Experts
Inc. submitted their bids, the details of which are as follows:

Bidder Eligibility and Technical Financial Component
Component
ePLDT Inc. Compliant PhP 22,037,888.00

Crayon Software Experts Inc. Compliant PhP 22,980,867.84
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WHEREAS, the BAC declared ePLDT, Inc. as having the Lowest Calculated and
Responsive Bid, and subjected it to Post-Qualification on 03 April 2023, pursuant to
Section 34.2 of the IRR of RA 9184, to determine whether it complies with and is
responsive to all the requirements and conditions specified in the Bidding Documents;

WHEREAS, during the post-qualification of the bid and after careful evaluation,
the BAC determined that the bid of ePLDT Inc. was compliant with and is responsive to
all the requirements and conditions specified in the Bidding Documents;

WHEREAS, the evaluation of the end-user and the technical working group for
this procurement declared that ePLDT Inc. was compliant with and is responsive to all
the technical requirements specified in the terms of reference;

NOW, THEREFORE, we, the members of the Bids and Awards Committee,
RESOLVE to RECOMMEND the award of the contract for the Procurement of Email
Subscription for the Department of Foreign Affairs to ePLDT, Inc. for having submitted
the Lowest Calculated and Responsive Bid in the amount of Twenty Two Million Thirty
Seven Thousand Eight Hundred Eighty Eight Pesos (PhP 22,037,888.00) only,
pursuant to Section 37 of the revised IRR of RA 9184.

ADOPTED this 04 April 2023, Pasay City.

CHARLIE P. MANANGAN
BAC Chairperson

e
ARTA Fi.TA\.BO

BAC Vice-Chairperson

IN ORVILLE G. TATE
BAC Member

4 !

ARIZ SEVERINO V. CONVALECER
BAC Member



MARCO FRED&ERICK B. HARDER
Provisiortal Member

SIEGFRED T. MASANGKAY
BAC Alternate Member

0 G. MA IG
EndAJser Repre ative

Approved:
By the Authority of the Secretary of Foreign Affairs:

ANTONIO/A. N
Undersecretary and
Head of Procuring Entity




REPUBLIC OF THEPHILIPPINES .
DEPARTMENT OF FINANCE

SECURITIES AND EXCHANGE COMMISSION’
SEC Building, EDSA, Greenhilig:*
City of Mandaluyon@ Metro Manefa B

PHLP T CENTOMIAL
1898 - (558

- SEC Reg No 4200012453

e, 8 MRS L

CERTIFICATE OF INCORPORA’I‘ION

KNOW ALL MEN BY THESE PRESENTS:

This is to certify that the Articles of Incorporation and By-laws of

ePLDT, INC,

were duly registered by the Commission on this date upon the issuance of this Certificate of
Incorporation in accordance with the Corporation Code of the Philippines (Batas
Pambansa Blg. 68), approved on May 1, 1980 and copies of said Articles and by-laws are

hereto attached.

IN WITNESS WHEREQF, I have hercunto set my hand and caused the seal of this
Commission to be affixed at Mandaluyong City, Metro Manila, Philippines, this !f[’_‘-j day

of August, Two Thousand.

SONIA M. BALLO
Director
g ___“C_prpo.mtg and; _‘_galhpepm;tment P
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REPUBLIC OF 'THE PHILIFPINES

SECURITIES AND EXCHANGE COMMISSION
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S KNOW ALL PERSONS BY THESE PRESENTS: e
= = This is to certify that the amended articles of incorporation of the s
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= ePLDT, INC. 25
= {Amending Article VIE thereof)

Bl

copy amexed, adoptled on Getober 29, 2015 by a majority vote of the Board ol
Directors and by the vole of the stockholders owning or representing at least two-thirds
of the outstanding capital stock, and certified under oath by the Scerctary and a myjority
ol the Board of Dircctors of the corporation was approved by the Commission on this
date pursuant to the provision of Section 16 of the Corporation Code of the Philippines,
Batas Pambansa Blg. 68, approved on May 1, 1980 and copies thereof arc [iled with
the Commission,

Unless this corporaticnn obtains or already has obtained the appropriate
%yfﬁ Sceondary License [rom this Commisston, this Cerlificate does not authorize it to
== underake business activitics requiring a Sccondary License from this Commission such
as, bul not limited lo acting as: broker or dealer in securities, govermmenl securitics
cligible dealer (GSED), investment adviser of an investment company, close-cnd or
open-end investment company, investment house, transfer agent, commaodity/[inancial
fitures exchange/broker/merchant, financing company, pre-need plan issucr, general
agent in pre-need plans and time shares/club shares/membership cerlificates issuers or
scliimg agents thercof. Neither does this Ceriificate constitie as permit 10 undertake
activities lor which othier government agencies require a license or permit,
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IN WITNESS WHEREGF. | have hercunto set my hand and caused the seal
of this Commission 1o he affixed 1o this Certificate at Pasay City, Metro Manita,
Philippines, lhi:s_____cgr.fﬁ_'é day of  January, Twenty Seventeen,

J
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Republic of the Philippines

IHIFARTMENT OF FESANCE _
SECURITIES & ENCHANCGE COAIMISSION

SEC Building, EDSA, Greenhills
City o Mandziuyong, 1334

PAYMENT ASSESSMENT F0 RM o ng.;;{aa}z;;; a

TS 0T T

DATE RESPON‘SiBILFTYFEN‘fER AR
121202016 (DEPARTH{JNT} ' uRMD o
paYOR: EPLDT, INC.
MAKAT! CITY
NATURE OF COLLECTION ACCOUNT CODE AMOUNT

LRF (AU8Z3) 131 30,010.00

INCREASE/DECREASE CAPITAL STOCH 606 3,000,600.00

AMENDED ARTICLES 606 500.00

TOTAL AMOUNT TO

PAID

Php 3,030,510.00

Asses

MARIFE R.

sed hy:

Machine Validalion:
o

2oLq

0124- 15

#Hd

-
¥,

SRIERTAI
£

SAIAEELLEE]

bt /7150 1 SNERND PANRARARKerirennrt famawimont febona: nlnar{fnrmc e

32:30

AM

Uzername :

haron Paul Pagkabtipunan

o

i F soe g r){'

| cefieed [N

'S

T~
I . ]I

e

mb 'ﬁ é‘

S




i,

BFabE

ssas’

AT

e

. : | Chiet, LB

COVER SHEET /g gfy /lé
COMPANY REGISTRATION AND MONITORING DEPARTMENT * ;e

Nature of Application S.E.C. Reglistration No.

1 Amonted Articles of Incorporation J A 2| vlefe J ‘I,l z [a] 6f 3]}

Farmei Company Natio

. N AT ~hT v T
LR T LR T T RO oA
: T SOOIV S L RETA l?-Eil
AMERDER TO: AHR 25 2016
Wew Gompany Mams 4
p— g
RECEVED BY:| _[{AULAA

THHET A

A

!

Principal Office [No./Strect/BarangaylCity/TowniProvinga)

5 17T FlL]O]O [R L C sy {NT .[BJUtl JL o[t [N]G
WM& |[K AT | A |VIE|mMjU|E C|OIR[N|E |R A|IY AL [A
AVIEIN]UE M [A[K A LT [ c|T (T |Y

COMPANY INFORMATION

Canmpany's Telaphone Number/s Cpmpany's Facsimile Numbor/s
816-0553 | ] H0E-DGRG

Company's Email Addresa

GONTACT PERSCON INFORMATION

Name of Contact Parson Email Address Talephone Numbor/s Facsimile Numberis
| Ay, Ma. Lourdes C Rausa-Chan | | trehan@pldt.comph | [ 8168553 | | 8BB-0686 |

Contacl Person's Address

[ 8IF MGO BLDG., LEGASPI COR. DELA ROSA STS,, MAKAT! CITY |

Ta be accomplishod by CRMD Pergonnck

date Stgmﬁum
Assignet Processorn

EE@%QNEE%EW@%

———————FHATIGNAL TELECRRUEENETHING COMMIZ SN

Docurnent 1.D. Rocolved Bym%%‘iﬁ———
Dote:_ .
Tienro:,
Received by Corporate Flling ond Records Divislon {LFRD) enials apmznred
Forwirded 10.
Corporate ang Parnership Regisiration Division -
Graen Lang tnit
’ ‘ Finuncial Analysis and Audil Givision
Lizensing Laig
— Comptianco Monitoring Divislon —
2019-05-11 Time: 0D9:32:30 AM lisernamc: Aavon Paul Fagkatipunan




gBGG6 BFBSE

EaBd’

Date:

AMENDED
ARTICLLS QI INCORPORATION

of o

v e e

el i)-’f, INC. _ L

. i N
(As aneaded én (’lclﬂbéfkr 1, 301‘.5) SR I-:
Ry oo Y

W

KMOW ALL MEN BY THESE PRESENTS:

THAT WE, all of whom are of legal nge and residents ol the Philippines, have (his day

voluntanily agreed to form a stock corperstion under the laws of the Ropublic of the
Philippines.

AND WE HEREBY CERTIFY: That -

FIRST. The name of the said corporation shall be "ePLDE, INC." [hereinalter called
the “Corporation”).

SECOND. The purpose for which the Corporation is formed is:
PRIMARY PURPOSE

To install, maintain, and operate plants, lines, instruments, cables, stalions,
exchanges, apparatus, Intemet data center and other types of data centers and any and all
kinds of cquipment or contrivances, for communications and the transmission and
reception of messages {including, but nol limited 1o, voice and daia), video, pictures,
impressions, oF any ather means which muy hereafter be used for communications and
the ransmission and reception of messages, video, piclures and impressions in their
stead; to install, maintain, operate, or lease, in whole or in part, telephone lines, neiworks,
systems and all other systems and lines of communication, and to purchase, sefl and deal
in all kinds of apparatus and objects und products which may be advantsgeously
combined with the building, installation and operation of those networks, systems and
lines and in general, o engage in any and afl sets and business which may be necessary,
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nr convenicnt, in the furtherinee of <uch hines né communication and business; to cngape

in any and alf furms of ¢lectronic business, electronie blefan‘) mf':aqlluuuarc ncluding,

but not lintited to, Internet dina cemer znd-ather types nf dam C( i3

commerce through existing and new or c:mcmm}, tf:r:]moj

g
markets that support any and all forgs cst eleolronic busm 55 proccsges

md c!cctrcmc

il clomcs @ iind glmm!

mchld mg but

not limited 1o, processes |e|'mng m procurf*mcnt ordering, automaied stock

replenishment, payment processing, payment scttlcmcnl, and other electronic links with

suppliers and customers as well as customer focused processes such as maiketing,

‘electronic selling, processing of customer orders and payments, and customer

management suppart; internal or management processes such as avtomated employee

services,

training, infornmation sharing, video conferencing and recruiting, with

clectranic business infrasirecture including, but not thmited to, intesnet data center and

other types of data centers, hardware, software, 1elecommunication networks, supporl

services, and human capital vsed in clectronic business and commerce such as

compuiers, routers and other hardware, satelfise, wire, cable and optical comnunications

and network channels, systems and epplications software, support services such as web

site “development and hosting, consulting, electronic payment, and certification or

authentication services, and computer programming; and o conduct electronic

commerce that invelves the transfer of ownership or rights to use all kinds al goods and

services over a computer-mediated nerwork that communicate interactively over

network channels such s electronic data interchanges, including, but not linnted 1o,

Internet dala center and other types of data centers, the internet, and such other emerging

technolopies. {(As amended on June 23, 2004}

AND IN FURTHERANCE OF THE PURPOSE ATORESAIL, the Corporation shall

have the following incidental powers:

{2)

2O01e-08- 14

To acquire by purchase, fcase, contrazt, concession or otherwise, within
the Yimits allowed by law, any and all real and personad properics of every
kind and description whatsoever which the Corporation may deem
neeessary or appropriate in connection with the condurt of any business in

which the Corporation may lawfully engage in, and ta own, hold, operate,

Time: 09:32:30 AN Usernams: Aaron Paul Paghasipunan
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improve, develop, manage, wint, lease, sell, exchange or otherwise

dispose of the whole or any part thercof without, however, engaging in the

subdivision business;

To borrow ar raise mam.y zor the pu;posc oi lht Lorpor'mon and From
tinie 10 time to draw, makdmccpl rndorse transfcr, assign, execule and
issue promissory noles, drafis;” bills of exchanpe, warrants, bonds,
debentires and  other negotirble and  transferable instruments and
cvidences of indebtedness, and, for the purpose of sceuring any of its
obligations or contracts, 10 convey, ransfer, assign, deliver, morigage or
pledge all or any part of the property or assets at any time held or owned
by the Corporntion on such terms and conditions as the Board of Directors
af the Corporation or its duly authorized officers or agemts shall determine

and as may be permitted by law,

- Insofar ag may be permilied by law, to invest in or purghase, or otherwise

acquire, the stocks, inlerests, honds, and other securities or evidence of
indebtedness of any other corporation, parnership (wihcther genceral or
limited), firm or entity, domestic or foreign, and {0 15sue in cxchange
therefor its own stocks, bonds, interests or ather obligations or to pay
therefar in cash, or otherwise; 1o hald or own, use, sell, deal in, dispose of,
and turn 1o account any such swcks, interests, bonds or other securitics,
and while the owner or hiolder thereof to exercise all the rights and powers

ol ownership, incinding the right to vote therzon [or any purpose:

[nsofar as may be permitled by law, to do any acts or things necessary or
usefiel for the protection, development, improvement or operation of any
person, corporation. parinership (whether generat or linmied), lrm or eatity
in or with which the Corpuration has an interest of amy kind, whether as

stockholder or manager;

Ta purchase, hotd, cancef, re-issue, sell, exchange, mansfer sr otherwise

TAame : ﬂ.:u on L’au I

Paglatipunan
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deal in shares of its own capital stock, bonds, or other obligations from

time 1o time to such an extant and in such manner and upun such terms a

its Board of Dircetors shall determine; provid d"thal thL menmtmn ‘ghall

not pse its funds or P!-.J]‘}"‘i'l:] far the, purchas; ol’ 1!:. owm shawsi ol C'apmi

&

& .

ey stock when such wse wou d IEIRLLE .my unpamm,nt of it C'iplial stock,
@

execpi Lo the extent punmm.cl by’ 1<N;

o) (N Touwmerge, consolidate, combine or amalgamate with any corporation, {irm,
association or entity herctofore or hereafier created in such manncr as may

be pennitted by law;

‘(g) - To acquire, take over, hold and control all or any part of the business,
goodwill, property and other assets, and 10 assume or undertake the whole
or any part of the lwbilitics and obligations af any person, corporation,
nartnership (whether general or limited), firm or entity, whether domestic
or foreign, and whether a going concern or not, engaging in or previously
engaged in a business which the Corpuration is or may become suthorized
to carry on or which may be appropriate or suitable for the purpose of the
Corporation or otherwise, and 1o hold, manage, operaic, conduet and
dispose of, in any manncr, the whole or part of any such acquisitions, and
1o cxercise all the powers necessary or convenient for the conduct and

managemaout therend’

(b}  Within the limits prescribed by law, o organize or cause 10 be organized
under the laws of the Republic af the Philippines or any oiher state,
territory, malon, provines Or povernment, corporations, parlnerships
{whether general or limited), associations, firms or entities for the pureose
of accomplishing any or al} of the objects for which the Corporation 13
orpanized; to dissolve, wind up, Hguidate, merge, consolidate, combine or
amalgamale with any such corporaiions, parinerships, associationg, finms
or eutitics, or 10 cause the same 1o he disselved, wound up, liquidated,

merged, consolidated combined or amalpamated;

Date; Z019-08-14 Timo: 09:32:20 AM Username: aavon Paul Pagkatipunan
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To carry oul the above-pientioned purposes as principal ageat, faclor,

licensee, concessionaite, contrsclor or otherwise, cither alone or in

=g AT
ation, corporation’ or énitity,
ne e b e !I )
ih

conjunction with any other person, fiom, assgci

whether government or pri_aﬂitr:‘.
}

To enter imo contracts and i:rmr,lgmﬁénis of every kind and description for
any lawful purpose with an')r person, firm, partnership (whether general or
limited), association, corporation, municipality, body politic, county,
territory, province, state, gavernment or dependency thereof; to abiain
from any governmend or authority any rights, privileges, carry out, perform
or comply with such contracls or arrangements and excrcise any such

rights, privileges and concessions, and,

To do and perform all acts and things necessary, suitahle or proper for the
accomplishment of the purpose herein-above stated or which shall a uny
time appear conducive to the protection or benefit of the Comoration,
including the exercise of the powers, authorities and xitribntes conferred
upon corpurations arganized under the laws of the Republic of the
Philippines in general and upon domestic corporations of like nature in

pariicular.

THIRD. The principal office of the Corporation shall be established or located at 5t

Fioor, Locsin Building, Makati Avenue corner Ayala Avenue, Makati City, Philippines.
{As amended on May 5, 2014)

FOURTH, The term for which the Corporation is to exist shali be ity (30) years trom

and afler the date of incorporation,

FIFTH. The names, nationalities and residences of the incorperators of the Corporation

are as {ollows:

Uzername: saron Feol Daghatipunan
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“ Name Natiouedin: Residenes
i Manuel V. Pangilinun —}_*:i—!ipinc Uuit 33-B, Pacific Plaza,
63 yeln Avemued; Makati City..
. Antonio R, Samson Filiping 39 ! opcz Jagna, Streel
< e Avyala He mlns'Quuon Cry
fg lgnatius F. Yenka It ﬂ-pmu e 7.BabinmEs Sipéel L
s R o GraﬂdJ\{ill_as;-Quez(m City
. Ray €. Espinosa Pil.i‘pir_:o - | Unit 5D, LPL Plaza
- ' 124 L. P. Leviste Streel
! Salcedo Village, Makati City
& Aricl A, Roda Filipino 68 Malaya Street,
' ) Sta. Mesa Heighs, Quezon City
SIXI The number of direciors of the Corporation shall be seven (7}, and the names,
nationalitics and residences of the [irst directors of the Corporation are as follows:
Name Nationality fesidence
Manuel V. Pangilinan Filipino Unit 38-B, Pacific Plaza,
: Ayala Avenue, Makati City
Antonio R. Samson Filipino 39 Lopez Jaena Street,
Ayala Heights, Quexzon City
lg1ntiu5 F. Yenko Filipino 7 Bahamas Street,
Grand Villas, Quezon Cily
Ray C. Espinosa Filipina Unit 31, LPL Plaza :
124 L. P. Levisie Strect '
Saleedo Village, Makati City
Ariel A. Roda Filipina 68 Malaya Streel,
Sta. Mesa Beights, Quezon
City
Anabelle L. Chua Filipino Unit 705 Residencia 8888,
Pearl Drive, Ortigas Center
Pasig Chy
Imelda A, Manguiat Filipina 14/F Alpha-Salcedo Building,
MLV, dela Costa Street,
. Saleedo Villape, Makati City
(As Amended on May 4, 2007 and July 30, 2010)
SEVIENTH. The u«:puat cstock of the Comporation is Six Billion  Pesos
(PHP.0(0,000.000. {w]/!‘hahppmc currency, and said capital stock is divided inlo two
classes consisting of Three Billion (3,000,000,000) shares of Common Stock, each with
a par value of One Peso (PHPLODY and Three Billion (3,{){}0,000-0KHH"’;hares af
Preferred Stock, cach with a par value of Cre Pese (PHPLOO). {As Amended on
Daite: 2019-08-14 Time: C§:32:30 2AM Usernames: fHaron Paul Fasikalipunan
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October 29, 200 5)

The following is a stmemeni of the plut.n.m.c.‘; p!‘i\'l[t.b(..b and rcstncﬂ?ons i l‘cfipu.t of

cach class of the capital stock of the Loqm:m.cm
|

|
i
|

A, Common Stock
1. Except us otherwise provided by faw, the holders of Common Stock shall have

one vole in respect of ezeh share of such stock held by them cn all matters to be

veted upon by the stockholders.

!J

- After distribution in {ul} of preferential amounts to be distribwicd to the holders
ol Preferred Stock in the event of voluntary or inveluntary liguidation,
dissélution, distribution of assets or winding up of the affairs afthe Corporation,
thie holders of Cammen Stock shall be entitled to receive all the remaining assets
of the Corporation of whatever kind available for distribution to stockholders
ratably in proportion 10 the number of shares of Conunon Stock held by them,

respectively.

3. Afier the requircments with respect io preferential dividends on the Preferred
Stock shall have bzen mel. the holders of Common Stock shall be entitled Lo
receive such dividends as may be declared from time to time by he Board of

Directors out of funds legally available therelor.

B. Preferred Stock

! Except 2x otherwise provided by taw, Preferred Stock shall have na voting rights
and the holders of shares of Preferred Stock shall not be entitied to vole such
shares on any matter voled upon by the stockholders, or to receive notice of any

meceting of slockholders of the Corporation.

td

The holders of Preferred Stock shall be eptitled to receive, when, us and if
declared by the Board of Directers and provided that the Corporation has

sufficient unresiricled reiained earnings available therefor, preferential annual,
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fixcd cash dividends at the rate ol 8.5% per annuin, per share, based on the issue

price of such share or if the issue pnc(. is not yet ﬁ:lly pa:d lchd o lhe actual

Mo dividends shall be declared, pmd ar '*cl apmt f‘otﬂp medtwi h ru,pu.t o the

i

Cormon Stock unless fudl dmucndc in’ rcs at.m of‘ihc, rcferrcd Stock‘l:ade been

deciared and paid, or are conlemy branmms;iy dec! axcd 'mfl paid togelhur with the
dividends on the Common Stock, of have bcun declared and a sufficient sum for
payment of the dividends in {ull in respeet of the Preferred Stock has been set

apart.

in the event ol any voluntary or invaluntary liquidation, dissolution, distribution

- &f assets or winding up of the alfairs of the Corporation, the helders of Preferred

S1ack shall be entitled 1o receive out of the assets of the Corporation available

- tor disteibution to the stockholders of the Corporation, before uny distribution of

assets is made o holders of Common Stock, distributions o an amount
cquivalent 1o the issue price per share of Preferred Stock or if the issuc pries is
not yet fully paid, in an amount equivalent 10 the actual ameount of the issue price
of such share which had been paid w the Corporation, plus any dividends
thereon declarcd by the Board of Directors in accordance with Paragraph B (2)
above but unpaid as of the date of distribution. ! the amount payable with respeet
to such distributions are no paid in {ull, the holders of the Preferred Stock shall
share ratably in gny such distribution of assets of the Corporation, in proportion

10 the {uil respzctive distributable amounts 1o which they are entitled.

At the option of the Corporation and hy resolution of the Boasd of Directors, the
outstanding shares of Preferred Stock may be redeemed, m whole or in part,
any time or from time 10 time after one (1) year from the respective daies of
isswnee thereol, by paying an amount cqual 1o the issue priee of the shares to be
so redecmed or if the issue price is not yet fully paid, an amouni equal o the
issug price of sueh sharcw which had been pmd to the Cotporation, plas any
dividends thereon declared by the Board of Direclors in accordance with

Paragraph B (2} above but unpaid as of the dae fixed for redemption.

Facl cutstanding share of Freforred Stock s converlible inte Common Stock i

4 Time: D9:232:20 AM
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the option of the helder thereol, o1 any time from the date of fissuance thereol, at

the conversion ratio of ane (1) Common Swck for cach l’mfcrred SmcL (llu

*Conversion Ratio"), In case the shares of Lommon Slod\ aulslandnu, .u any

time shall be subdivided inlo.a Ert‘ai\,r o }C‘CITISG]Idd d : mb
shares, or any reclassification’ ur tham;e of emstdndmg shares nfCommon Su}cl\
or any grapt of oplions, waarmh or mhu nghls involving Common Stock, ar ;
any dividend in the form of Coramon Stock, the Conversion Ratio shall be
proporiionately decreased or mereased taking into account the effect of any of
the foregoing cvems. Any holder of outstanding shares of Preferred Stock
desiring 10 convert such shares shall give writien notice of such conversion and
surrender the stock certificate for the lsharcs of Preferred Stock to be converted,

to the Corporation al its principal officc or such other place as the Board of

Directors may determine.

6. The Corporation shall at all limes reserve and have available, out of ils
authorized but unissucd Common Stock, the full number of shares of Cemmon

Stock into which all shares of Preferred Stock outstzading from time 10 Lime are

converlible,

7. Al shares of Preferred Stock redeemed by the Corporation or converted into
shares of Common Stock shall thercupon be deocmed retired zad may not be

reissued by the Carpavation.

The foregoing preferences, privileges and restrictions in respeet of each class of the
capital stock shall be printed at the dorsal side of the certificates of siock thereoll (As
Amended on August 25, 2004, June 3, 2006, May 4, 2007 and Iuly 38, 2010) (As

Amended on October 20, 2013)

Ownership of shares of stock ol any class of the Corporation shall it cntitie the owner
thereof 10 any right to subscribe for or o purchase or w offered 1o such owner ior -

subscription or purchase any shares of any ¢lass of the Corperation.

EIGHTH. At least twenty-five percent {25%) of the authorized capital stock siated

ahave has been subscribed as follows:

D-0-1a Time: 09300
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%g Aninant of Capiial
Y Na.of S‘igﬂrﬁ.x’ Stock Subscribed
&3 Name of Subscriber Natinnality. Sub;cr:‘b{:dﬂ‘a Jo g e )
‘ Philippine Long Distance S I e S
g T'clephone Company Filiping . | 249,999,3 2749/999,300.00
1t Manuel V. Pangilinan Filiping - IR 17 R "100.00
w lAntonio R. Samsgn Filiping i Loy e e - 10000
. lpnatius F. Yenko Filiping: 1. - 180 100.00
& Rav C. Espinosa Filiptng . 1.~ 180 100.00
g Aricl A, Roda Filiping - 100 160.00
8 Anabelle L. Chua Filipino 100 100.00
imelda A. Manguial Filiging 100 100.00
Total 250,000,000 PHP230.000,000.60
 NINTH. The above-named subscribers have paid at least twenty-five pereent (25%) of
the total subscription as follows:
Name of Subscriber Amount Subscribed (F) Total Paid-Ir ()
Philippine Long Distance
Telephone Company PEIP249.999,300.00 PHP124,399.300.00
Manuel V. Pangilinan 100,00 106.00
Antonio R, Samson - 100.60 16400
lgnatius ¥, Yenko 100.00 100.00
Rav C. Espinosa . 100.08 100.00
Aricl A. Roda 100.00 100.00
Anabelle L. Chua 100.00 100.00
Imelda A, Manzuiat 100,00 100.00
Total PIHP250,000,600.00 PHP125.000,000.00
TENTH.  Anabelle L. Chus hus been elecied by the subsceibers as Treasurer of the
Corporatian 10 act as such until her successor is duly clected and quakified i accordunce
with the By-laws, and that, as sucl Treasurer, she has been authorized Lo receive far and
in the name and for the benelit of the Corporation ail subscriptions pmd by the
subscribers.
Date: 201v-08-14 Time: 09:32:30 A
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ELIVENTH Noissuance or transfor of shares of stock of the Corporation which will

reduce the ownership of Filipino citizens in the Corporati ion 10 lcsa than the minimum

percentage of the capital stock required by .aw 1o be owncd by I‘:ln; i

'0" t:'fcns shatl be

allowed o permited 1o be recorded iy th psoper boo]\s of° [hc Coi*po:mnon Ty

restriction shall be indicated in all the: cmlﬁpaim ol’stm.l\ s d by Ilw Corporauon
IN WITNESS WHEREQEF, the parlics hcrciu hﬁ;fc signed these presents this 8 day of
August, 2000 at Makati City, Metro Manila,

(SGD) (8GD)
MAMIUEL V. PANGILFNAN ANTONIO R. SAMSON
TIN-014-481-801 TIN-105-379-03)
(5GD) (8GLY
JGNATIUS F. YENKO RAY C. ESPINOSA
TIN-123-235-645 TIN-113-248-897

(SGD)

ARIEL A. RODA
TIN-109-317-493

SIGNED IN THE PRESENCE OF:

(Sed) Ma. Lonrdes €. Rausy-Chan {Sied) Agnes M. Quintos

ACKNOWLEDGMENT

Republic of the Philippines)
Makarti City, Meiro Maniia) 8.5,

BEFORE ME, o Moty Public in and lor Mokati City, Metro Manila, Philippines,
persenally appeared:

\"" ‘|frl’-!7 e
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2:3 Name CHC Mo, Rate/Placy 1ssved
&
I Marnuel V. Pangilinan (:Q251713 3 l-ZUﬂUIMdkau (,nv
23 Anionio R. Samson 12657017 Yag: ?‘GUG/Quuon Ciy
= fgnatius F. Yenke 126861 . 212212000/ Paicros
& Ray C. Espinosn 14458811 =§ S 2-4-700gi‘f\f!1kﬂu Gity
i Aricl A. Roda IE.HOI I8 L 32420 0/'Quc7on Clt_y
« . L
ad] known to me and by me known to be mt'-same persons who executed the [oregoing
g instrument and who acknowledged to me that the same 1s their free and voluntary act
18 and deed.
&
N TESTIMONY WHEREQF, I have hereunio set my hand and affixed my notarial scal
this 8 day ol August, 2000, at Makati City, Philippincs.
. (SGD) RUBEN V. TEJADA
Notary Pulilic
Until Decemnber 31, 2000
PTR Mo, 1975580
January 31, 2000
Makati Ciky

Dac, No. 146;

Bape No. 031;

Book No. V.

Series of 2000,

Date: Z019-08-14 Time: 09:32:30 AM Username: Aaron Paul Paghkabipunan
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CERTIFICATE OF AMENDMENT OF ﬂ-l,:/’ PR
THE ARTICLES OF INCORPORATION OF e A (
ePLDT, INC. AT e o
- 3 B\

KNOW ALL MEN BY THESE PRESENTS:-

. N S, - R
The undersigned Corporate Scordlary wnd majority of ihe! imeinbers’. ol the Bdurd N3 /

Dircctors of ePLOT, Ine. (the “Company™), d3 hereby- certify that the nccompanying) Dﬁ{ 95}1(\/
Amended Articles of Incorporation of the Company reflecting and embodying the utlEsscGred
amendment to the Seventh Adicle thereof, consisting of the following: (1) increase in the
authorized capital stack from Five Billion §m’*cn ‘Htndred Million Pesos {PhPS$,700,000,000.00)
divided into Three Billion (3,000,000,000) sharcs of common stock and Two Billion Seven
Hundred  Million  (2,700,000,000) shares of prelerred  siock to Six  Billion Pesos
(PhP6,000,000,000.00) divided imo Three Billion (3,000,000,000) shares of cormmaon stock and
Three Billion (3,000,000,000) shares of preferred’ stock; and (2) revision in the preforences,
privileges and restrictions in respect ol the préTerred Stock as set out in the Seventh Article,
paragraph B, subparagraph 2, is truc and c‘?né:l and was approved by the affirmative vole of all
of the members of the Board of Directors Of the Company a1 their duly constituted mecting held
on October 29, 2015 and by the affirmative vote of the stockholders of the Company owning or
representing more than two thirds (23} of the outstanding capital stock of the Company at their
meeling held on the same date at the RUC Room, 6% Floor, Ramon Cejuangea Building, Makati
Avenue, Makati City.

presents/on lﬂﬂﬂﬂmm of

i .nzég%ﬂlm

N WITNESS HEREOF, we have hereunto signed thes

February, EOIGMW.
Oé.g,,

MANUEL V. PANGILINAN

Chairman ol the Board Director
TIN:9)4-481-801 TIN: 106-968-471
w é'vv-"' O\IJ— B ;i Ml

ANABELLE L. CHUA MA. LOURDES C.RAUSA-CHAN

Director Director/Corparate Scerctary

Tk 106-904-0235 TIN: 108-787-328

016
SUBSCRIBED AND SWORN TO before me 1hi§\¥ﬁlpl [c‘l:;ly of Fepruary, 2016 ol Makaii
Ciy, afliants exhibited to me their Government Issued fdentification Cards, as follows:

Name Compelent Bvidence of ldentity Issue/Expiry Date
Manue] V. Pangilinan Pussport Na. EC1452578 06-19-2019
Ernesio R. Alberio Passport No. EBG141266 08-14-2017
. Anabelle L. Chua Passport No. ECA99661 ) 05-02-201%
{ Ma. Lourdes C. Rausa-Chan Passport No. E3393472¢ 10-23-2016

Doc. No. 7250 /}Li__//
Page Na. __:‘r&h RUDEN V. 134D
. ] Luinry Publle (o the Oy of Rais
Baok No. — Until Dipembar 31, 7616
Series of 2(16. tachartsl Apncintenent Mo, i-70
el af Atornays No. AQHS7
18% Ltielre ftol) 1o, 0236%-08/09f2601
TD tin, S30GNSAL 112030 I~.‘s::=;:dj’_.,'.:|m1 "
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REPUBLIC OF THE PHILIPPINES

1 SECURITIES AND EXCHANGE COMNMISSION
' SEC Building, EDSA, Greenhills

City of Mandaluyong, Metro Manila

COMPANY REG. NO. A200012453
CERTIFICATE OF FILING

or
AMENDED BY-LAWS

KNOW ALL PERSONS BY THESE PRESENTS:

This is to coelify that the Amended By-Laws of

ePLDT, (NC.

copy anmexed, adepted on Octluber 30, 2014 by majority wote of the
Board of Directors pursuant to the autherity delegated to it by the
stockholders owning or representing at least two-thirds of the eutstanding
capital stock, and certified ander cath by the Corpo.r.'xi'e Secretary and
majority of the said Board was approved by the Commission an Lhis date
pursuant to the provisions of Section 48 of the Corporation Code of the
Philippines Batas Pambansa Blg. 64, approved on May 1, 1980, and copies

thereof are filed with the Commission.

IN WITNESS WHERLOF, { have set my hand and caused the seal
of this Comunission to be affixed to this Cestificate sl Mandalnyong City,

Metro Manila, Philippines, this N R day of April, Twenty Fifteen.

FERDIPFAND B. SALES
Director
Company Registration mmd Monitoring Department
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Tule: SEC i-Keport ) Teepe /#1500 150. 1 50.130: 85680 sceireportiepayment/ dewnloadtorms

Republic of the Pilippines
DEPARTMENT OF FiNANCE L
SECURITIES & EXCHANGE COMMISSION {5t
SIC Building, EDSA, Greenhills ;

City of Mandafoyong, 1554

PAYMENT ASSESSMENT FORI o, osorzors oo7an

DATE RESPONSIBILITY CENTER L
04/01/2045 {DEPARTMENT)  CRMD
PAYOR: EPLDT INC
MAKATI
NATURE OF COLLECTION ACCOUNT CODE AMDUNT

LRF (A08Z3) 131 10.00

AMENDED ARTICLES 606 500,00
TOTAL AMOUNT TO BE PAID Php 510.00 _
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APL- OO 50
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AMENBDED BY-LAWS
ar
ePLOT, TNC.
{As Amiended on 0&:{01):31‘30,-2514)

ARTICLE 1
Offices .

Section 1. Principal Gffice.  The principal office of ePLDTANC. (hercinafter

called the “Corporation™) shall be located at the place stated in the'Amended Articles of

Incorporation, (As Amended on October 30, 2014)

Section 2. Other Offices.  The Corporation may also have a branch office or
offices at such other place or places within or without the Republic of the Philippines as the
Board of Directors may from time to lime determine or the business of the Corporation may

require.

ARTICLY it

Shares of Stock and Their FTranster

Section 1. Certificaiey of Stock. Each stockholder shall be entitled Lo receive one
or more certificates of stock repisicred in his name represeniing the number of shures
subseribed by him, provided the full amount of the subscription price thereaf logether wilh
interest and expenses thereon if any is due, shall have been fuliy paid. The certificates ol stock
shall bear the signature or facsimile of the signature of the President ora Vice President und the
sienaiure or fzesimile of the signature of the Scerctary or an Assistant Secrctary of the
Corporation, and sealed with its corporaie scal. They stiall be issued in consecutive order and

be in soch form as shall be approved by the Board of Direciors.

Section 2, ‘Transfcr of Shares of Stock.  Subject to the restrictions, terms ancd
conditions contained in the Articles of Incorpuration, By-Laws and stock certificates, transfer of
shases of the capital stock of the Carporation may be made by delivery of the certificates dufv

endotsed by the stockholder or by his duly authorized atterney-in-the: or logal represeniative.




A s

The transfer shall be valid and binding upen the Corporation only upon the submission ol the
transfer document showing the names of the partics to r.h'e't1';i}1‘s;id‘t’i6n;'nime date of the fransfer,
the number of fhe certificate and e number of shaves ransforred, for resording in the stoek
and transfer books and ledgers of the Corporaiian, and the sun‘cﬁdcr of the old certificate for
cancellation, to the Seeretary or such other pc:nﬂ%nﬁ in chaige ofthe stock and transfer books and
ledgers, as e Board of Directors may designate, and the iS§LlE'1I:'IG;3 nf the' new cortificate 1 the
transferce. The (erm “person™ or “persons” wherever used herein shall be deemed to include
any firm or firms, corporation or corporations, partnership or partnerships, or associagion or
associations, Whenever any transfer of shares shall be made for collateral security, and not
absolutely, such fact, if known 1o the Sceretary or to the sald transfor agent, shall be so
expressed i the entry of the Secretary or transfer apent snbject, in all cases, Lo the resiriction on

wansfer of steck mentioned in Article Fleventh of the Articles of Incorporation.

Section 3. Addresses of Stoekiolders. Each siockholder siall communicate to the
Secretary of the Corporation an address at which notices of meetings and all other corporate

notices may be served upon him by mail.

Section 4. Lost, Destroyed and Mutilated Certificate. The holder of any shaves
of stock of the Corporation shall immediately notify the Corporation ofany loss, destruction or
mutiiation of the cortilicate therefor, aund the Beoard of Direetors may eause (o be issued to him a
new certificate or certificates of stock. upoen the surrender of the mutilated certificate or, in case
of loss or destruction of the certificate, upon compliance with the pracedure required under
Scetion 73 of the Corporation Code. The Boeard of Directors may require the owner of the lost
or destroyed certificate or his legal representative lo give the Corporation a bond in such sum,
nat exceeding double the boak value of such stack, and with such surcly or sureties, as It may
direct. 10 indemnify the Corporation against any clain that mauy be made against i on aeeounl

of the alleged loss or dostruction of any such ceriificate.

Section 5. Closing of §'ransicr Books. The Board of Dircelors may, by rcsolution,

direct that the stock and teansfer books of the Corporation be closed for a period not execeding

sixiy (60) days preceding the date of any meeling of the stockholdess v the dale of payment of

any dividend, or the date any allotment of vights or change, conversion or exchange of capital

stock shall go inte effect; provided, however, that B: lieu of closing thestock and transfer books




as aforesaid, the Board of Dircetors may fix in advance a date not execcding sixty (60) days
preceding the daic of any meeting of stockholders, or the date 'of' payment of any dividends, or
the date any allotment of rights or change, conversion or exchange of capital stock shail go into
effect, as a record date for the delenmination oi'siockholders‘qrititlecl to-notitg'c of, and to vote at
any such meeting and any adjournment thereof, or entitled to receive payment of any such
dividend, or te receive allotment of rights, or to exercise the rights i raspeet of miy change,
conversion or exchange of capital stoclk, and only such sieckholders as of the record date 5o
fixed shall be entitled to such notice of, and to vole, at such mé;tislg, toreceive paymen: of such
dividends or to receive such allotment of rights, of to excreise rights in respect of any change,
conversion ar exchange of capital stock, as the case may be, notwithstanding any tramsfer of’
shares of siack on the hooks af the Corporation afier such record date fixed by the Board of

Directors.

Section 6. Subscription.  Unpaid subscriptions to the capital stock of the
Corporation shall be due and payable at any doie or from time to time as they shall be declared
due and pavable by the Board of Directors. Unless otherwise provided in the subscriptinn

agreement, no interest shall be due on unpaid subscription until such subscriptions are declared

delinguent.
ARTHCLE F§
Meetings of Stockholders
Secrion [, Place of Mectings. Al meetings of stockhwlders shall be held at the eity

or municipality where the principal otfice of Corporaiion is located wunless writlen utiice of

such meetings should fix another place within Metropolitan Manika, Philippines.

eefion 2, Annual Mectings, The apnual megting of the steckholders for the
election ol directors and [or the 1ransaction for such other business s may come defore the
meeting shall be held on the sceond Fridoy of April of each year, if not a legal holiday, and i
legal holiday, then on‘{hc next succecding business day that is not a legal holiday. 1 the
election of directors shall nof be held on the day designated for the annual meeting or at any
adjournment of such meeting. the Board of Dircotors shall cause the clection to be held at a

special meeting us soon thereafler as the same may convenjenily be held. At such special

i
i
i
i



meeting, the stockholders may elect the directors and transact other business us stated in the
notice of the meeting with the same farce and effsct as at an annual meeting duly called and

held.

Section 3. Special Mectings. Special meetings of the stockbolders may be ealled
at any tirme by resolution of majority of alt the members of the Board of Directors or by order of
the Chairman or the President, or upon the writlen rf:ques}‘ofétnq_kho[dérs registered as owners
of at keast onc-third (1/3) of the toial onstanding stock having voi’mg powers. Such request

shall state the purpose or purposcs of the praposed meeting.

Seetion 4. Notice of Mectings. Exccpt as otherwise provided by law, writien or
printed notice of all annual and special meetings of stackholders, stating the place and time of
the meeting and, if necessary, the geueral natuve of the business to be considered, shall be
transmitted by persanal delivery, mail. telegraph, or cable to cach stockholder of record entitled
Io vote thercal at the address communicated by such stockholder fo the Scurctary of the
Cormporzaiion pursuant to Article I, Seetion 3, or i no sucls address s conynunicated Lo the
Secretary, al his address last known Lo the Seerctwry of the Corporation, at leasy fifteen (15} days
before the date ol the annual or special meeting. Exeept where expressty required by law. no
publication of any notice of 8 meeting ol swockholders shall be reguired. If any stockholder
shall, in person or by attorney-in-fact thercunio authorized, in writing or by cable, radio o
wireless, waive notice of any meeting, nofice thereol need not be given to him. Naotice of any
adjourned meating of the stockholders shatl not be reguired 1o be given, except when cxprossly

required by faw.

Seciion 3. Quorum. At cach meeting of the stockholders, the holder or holders of'a
majority of the outstanding capital stock of the Corporation having voling powers, who is or are
preseut in person or represented by proxy, shall constitute a quorum for the transaciion of
business, save in those cascs where the Corporation Code requives the presenee at Lhe mecting, in
person or by proxy, of a greater proportion of the outstanding eapital sfock. In (he absenee of o
quorum, the stockholders of the Corporation preseat in pessen o represented by proxy and
entitled 1o vote, by majority vote, or in the absence oi all the siockhoiders, any officer cutitled
preside or act as Secretary at such mecting, shall bave the pawer to adjoum the mecting from time

1o time, until stockholders holding the requisite amount of stock shall be present or vepresented.

2o
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Section 6. Orgapization of Mecting. At every meeting of the stockholders, the
Chairman or, in his absence, tie Presideiu, or, it _his absence, a chairman-chosen by a majority of
the stockholders present in person or by proxy and-entitied tq'\fofe th?:real. sim@j actas chairman of
the meeting.  The Secretary shall act as sceretary at all fn;:.c;tih'gs. of. lh.c; sioekholders. 1n the
abscnce from any such meeting of the Secretary, the Chairman may appoint aﬁy person o aet 43

seeretary of the meeting.

Section 7. Voting, At every meeting of the steckholders, each stockholder shall be
entitled to vole in person or by proxy executed in writing by the stockhoider or his duty authorized
altorney-in-fact, on forms prescribed by the Board of Dircctors. Unless atheywise provided in the
proxy, it shall be valid only for the meeting in respeet of which such proxy was issued. All
proxies must be filed with the Sccretary not later than {ive (5) days before the date sel for the
meeting. Any proxy filed with the Secretary may be revoked by the stockhwlder concerned either
in an instrument in writing duly presented to the Secretary @ least two (2) days prior o the
scheduted meeting or by his personaf presence at the moeting. The decision of the Secretary on
the validity of proxies shall be final and binding unless sct aside by a courl of competem

Jjurisdiction.

Unless otherwise provided by law, cach stockholder shall kave one vote for each share of
stock entitled 1o vole and recorded in his name in the books ol the Corporation, Alall meetings of
the stockholders, all elections and all questions shall be decided by the majority vote of the
stockhalders present in person of by proxy and entitled to vote thereat, 2 quorum being present,

except in cases where other provision ig made by stalute,

Unless required by faw, or demanded by a stockholder present in person o by proxy at any
meeting, and entitled (o vote thereat, the vote on any guestion need nol be by balfot. Ona vote by
pallot, cach balfot shall be signed by the stockhiclder voting, or in his name by his proxy ii'thee

be such proxy, and shall state dic number of shares voted by hin.

L A
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ARTICLE iV

Board of Directors

Section {. General Powers. 1nless otherwi se provided by law, the powers, business
and property of the Carporation shall be exercised, conducted and conirotled by the Board of
Directors. Without prejudice to such general powers and such ather p_dwfcr's ag may be granted by

law, the Board of Directors shall have the following ckprcsspoivers:

(a) From time 10 time, to malke and change rules and regulations not inconsisient with

these By-Laws for the management of the Corporation’s business and affairs;

(b} To purchase, receive, take, or ofherwise aequire in any lawful manner, for and in
the name of the Corporation, any and zll property, rights, interests or privileges, including
securities and bonds of other corporations, as the transaction of the business of the Corporation
may reasonably or necessarily require, for such consideration and upon such terms and conditions

as the Board may deem proper and convenient;

(<) Ta invest the funds of the Corporation in another corporation or business or for any
other purposes other than those for which the Corporation was organized, whenever in the
judgment of the Board, the interests of the Corpoeration would thereby be promoted, subject to

such stockholder approval as may be required by law;

{d) To incur such indebledness as the Board may deem necessary and, for such
purpose, 1o make and issue evidence of such indebtedness including, without limitation, notes,
deads of trusy, instruments, bonds, debentures or securities, subject to such stockholders approval
A5 may b required by law, andfor pladge, mortgage, or otherwise encnmber ail or part of the

properdy and rights of the Corporation:

{e) To puarantee, for and in behalf of the Corporation, vbligations of other

corporalions or cntities in which it has law{ul intercsy;

P L T
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(D To make provision for the discharge of the obligations of the Corporation as they
mature, including payment for any praperty or rights acquired by the Corporation, cither wholly or
partiy in money, propety, or in stocks, bonds, debeaturss, or other seetiritics of the Corporation

lawfully issued for the purpose;

(g) To impose conditions us the Board 1nay degm convenient; subject to the limitations
prescribed by law, regarding the transter of shares-issued in total or partial payment of debis

contracted or property acquired by, or services rendered in belalf of the Corporation;

() Tosell, lease, exchange, assign, transler or otherwise dispose o any properly, 1ea)
or persenal, belonging to the Corparation whenever in the Board's judgment, the Corporation’s

interest would thercby be promoted:

(i} Subjec! to such stockholders approval as may be requived by Liw, o esiablish
pensian, retiremen, bonws, profit sharing plans, employees share purchase and stock option pians,
or other types of incentives or compensation plans for the employees, including olficers and
direstors of the Corporation and 10 driermine the persons 10 participate in any such plans and the

amount of their respective pariicipations;

{H To prosecuic, maintain, defend, compromise or abandon any lawsuit in which the
Corporation ot its officers are either plaimtifis or defendants in connection with the business ofthe
Corporation, and hikewise, to approve the payment or setlement ol whatsocver debts are payable

to the Corporation ypon such terras us the Board may deem proper and: convenient;

(k)  To delegate, from time o time, any of the powers of the Board which ean be
lawfully delegated in the course ol the current busiuess or businesses af the Corporation ti any
standing or special commitiee or to any person who shall ast as agentsiof the Corpuration with
such powers (inchuding the power o sub-delegaie), and upon such terins, s the Board may deam

appropriate;

g} To resolve dioubts as Lo the meaming, inferpretalion andfor application of these By-
aws and supply the emissions thereol, and give an account 1o the stoekholders at their regutar

necting;




(u)  Toauthorize the issuance of shares out vllhe withortzed but unissued capital srock

of the Comoration;

(n)  To determine whether any pari of the surplus prefits of the Corporation available
for declaration as dividends shall be declared as dividends; sﬁbjccﬁ-io 1h{;_;pr(iv§§ions of law; and ro
provide that the dividends thus declared shall be applied in ‘payx‘ncnt of !1€§NV.<$IIRI'CS to beissued o
the stockholders entitled to said dividends, which new shares ghp!lbﬂiei!ﬁnn out of the authorized
and unissued capital stock of the Corporation, undess said stockholders advise the Corporation in

writing that they opt to have said dividends paid in cash;

(o)  Todelermine and prescribe the gualifications, dutics, term of office, campensation.
remuneration, incentives and other benefits of officers. Pursuant thereto, to appoint or elect or
enter into contract with such officers, tnder such terms and conditions as the Beard may

determine 1o be in the best interest of the Corporation; and

(p)y  To enler into any transaction, obligation or contract and perform such acts and
execute such deeds as it may decmn cssential for the proper adminisiration of the Corporation’s
property, business and affairs or the accomplishment of any of the purposes for which the

Carporation was organized.

Section 2. Qualifications and Term of Office.
() Each dircetor shall own in his own right at lcast onc (1) share olthe capital stock

of the Corporation. The directors shall be elected annuatiy in the manner provided in these By-
Laws and cach director shall hold office until the annual mecting held next after his cloction and
urti! his successor shall have been elected and shall have qualified, or vntil his death or untii he
shall resign or shall have been removed in the manner bereinailer provided. The directors named
in the Articles of incorporation and their successors in accordance with these By-Laws shall hold
office until the firsl annual mecting of the stockhoiders for the election of direetors and until their

successars shall have been clected and shall have qualified. (As Amended on June 15, 2013)




{b)

No person shall qualify or be eligible for nominatiof or.election Lo the Board of

Directors if he is engaged in any business that compelcs with or is-antagonistic to that of the

Corporation or its subsidiarics. Without limiting thé generality of the foregoing, a person shall be

dezmed 10 be so engaged:

0

(i)

(i)

If he is an employee, oflicer, mzmﬁger- or qg_n{rq!fing pc;rsnn of. or the owner
{cither of record or beneficially) of Len per cent{10%) or ;1101'0. of any outstanding
class of shares of, any corporation {other than one in which the Corporation owns
at least thirty per cent (30%) of the capital stock) or entity engaged in a business
that the Board of Dircctors, by at least a majority vole, delerimines {o be

competilive or anwagonistic 1o that of the Corporation or its subsidiarics; or

If he is an employee, officer, manager or contralling person of, or lhe owner
{either of record or bencficially) of tea per cent {10%) ormore of any owistunding
class of shares of, any corporation ot cutity engaged in any line of business of the
Corporation or its subsidiaries, when in the judgment of the Board of Directors, by
at leasi amajerily voie, the laws agzinst combinations and restraint of trade shall

be violated by such person’s membership in the Board ef Dircetors; or

Ifthe Board of Dircctors, in the exercise of its judgment in good faith, determines,
by at least a majorily vote, that he ig a nominee ol any person sel forth in (i) or (it}

above.

In determining whether ar nol 4 person is a conlrolling person, benelicial awnet, or the

nomince of anather, the Board of Dircctors may take into aecount such factors as business and

family relationships,

For the proper implementation of this provision, all nominacions for ¢lection of directors

by the stockholders shall be submitted in writing 1o the Chainnan of the Board ol [irectors and

the Corporare Secretary at the Corporation’s principal place of business a least ten (10) working

davs before the regular ar special mceting ol stockholders [or the purpose of eleciing direotors.

(As Amended on Junc 15, 2013)




Section 3. Election of Directors. Aleach :ﬁz‘:cting of the stockhelders for the cleetion
of dircclors, al which a quorum is prescnt, the persons rocciving the highest number of votes of
the stockholders presem in person or by proxy and t:ntiilcéi 16'vcte shall be the dircetors. In case
of any increase in the number of dircetors, the uddifi.onal directors may‘bc ¢lected by the
stockholders (i) at the first annual meeting held afier such-increase has been approved, o (i) at 2
special meeting called for the purpose, or (i) at the smﬁc :1leqiinag a_uilhurizing, the increase of

divectors if so stated in the notice af the meeting.

Section 4. Quorus and Manger of Action, Unless o higher majority Is prescribed
by statuie, 3 majority of the number of dircctors specified in the Articles of Incorporation shalt
constituie 4 quorum for the iransaction of business a2t any meeting, and the act ofa majority of the
directors present at any meeling at which there is 2 yuorum shall be valid as a corporate act,
except for such actions which require the vote of majority of all the members of the Board as

preseribed by statutc o these By-Laws.

In the absence of a quorum, 2 majority af the divectors present may adjourn any meeting

from time 1o time until a quorum be had. Natice of any adjourned meeting need not be given.

Seciion 5. Place of Meetings. The Board of Directors may hold its mectings at the
principal office of the Corporation or at such other places within or without the Republic of'the
hilippines as the Board may from time o time determine or as shall be specified or fixed in the

respective notices or waivers of notice thereol.

Sectica 6. CGrrganizationat Meeting. The Board of Direclors shall mest for the
purpose of organization, the clection ol officers and the transaction of ather business as seon as
practicable after each annual clection of directors. Such meeting may be held atany time or place
which shall be specified in a natice given as hereinafler provided for special muetings of the

Board of Direciors ot jn a consent and waiver of notice thereof signed by all the dircelors.




Section 7. Regular Meeting. Regular meelings ofthe Bozrd of Dircctors shall be
held at least three (3) times during the year on such dates and at 'such fimes and places as the

Chairman or, in his abscnce, the President may determing. (As Amendeid ‘orh fune 15, 2013)

Section 8. Special Meetings. Spetial meetings of the Board of Directors shall be

held when called by the President, or by the Sceretary at the request of a majority of the directors.

Section 9. Notice of Meeting, The notice and agenda of each rogular or special
meeting shall be mailed to each director, addressed to him at his residence or usual place off
business, or shall be sent to him at such place by (clegraph, cable, radio or wireless, or be
delivered personally within a reasonable period so that such notice and ggenda shall be received
by him at least seven (7) days before the date on which a regular mecting is to be held, or at Jeast
two (2) days before the date on which & special meeting is 10 be held. Every such natice shall state
the time and place of the meeting but need not state the purpose thercof except as otherwise
expressly provided in these By-laws. Natice ot zny ineeting of the Board need nol be given to any
director if such notice is waived by him in writing or by tefegraph, cable, radio or wircless
whether before or afier such meeting is held or i he shall be present at the meeting, and any
meeting of the Board shall be a legal meeting without any notice thereo{ having been given to sny
director, however, 1f such notice is waived by him in writing or by telegraph, sable, radic or
wireless whether before or after such meeting is held or ifhe shall be present at the meeting, and
any meeting of the Board shall be i lega! meeting without any notice thereof having been given (o

any dirccior, if all of the directars shall be present ihereat,

Scection 10, Conduet of Meetings. Lvery meeting of the Board of Thireotors shali by
presided by the Chairman of the Board or, it his absence, the President, or in his absence, by any
direetor chosen by majority o the members of the Board present at such mecting at which there i3
aquorum. The Seerctary shall wel as seerctary of every meeting of the Board ol Dircetors but in

his absence, the chairman of the meeting shall appoint o seerotary of the mmeeling.

Section 11, Resigoation. Any director of the Corporation may resign at any time by
siving writien notice to the President or the Scerctary of the Corporation. The resignation of any
director shall 1ake effeet at the time specified therein and, unless othernwise speeilicd theivin, the

acceptance of such resignation shall not be necessary 10 make it eficetive.

i1




Section 12, Removal of Directors. Any direcior may be removed, either with or
without cause, at any time, by the affirmative vote of the stockholders hcpldihg or representing al
least two-thirds (2/3) ofthe outstanding capital stock eniitled to-vote at a regular meeting or at a
special meeting of the stockholders called [or the pu:posc.-an.('l 1'16:](1 {iﬂer due:ﬁdticc as provided in
Scetion 28 of the Corporation Code. "The vacancy in the Board ¢aused by any such removal may
be filled by the stockholders at such meeling witho'ut further notice, o at any special meeting

called for the purpose afler giving notice as preseribed by the Corporation Code.

Section 13, Vacancies, Any vacancy in the Board of Directors caused by dealh,
resignation, disqualification, or any other causc, except by removal and expiration of lerm, may be
filled by the majority vote of the remaining divectors then in ofiice constituling a quorum, and
each director so elected shall hold office for a term to expire at the next anoval glection of
directors, and until his successor shali be duly elected and qualified, or uniil his death or until he

shall resign or shall bave been removed in ithe maoner herein provided.

Secrion 14, Compensation. Gxcept for reasonable per diems, directors, as such, shall
be entitled to receive only such compensation as may be granted to them by the voie ol the
stackholders representing at least a majority of the outstanding capital stock entitled w votc at a
regular or special meeting of the stoekholders. In no case shall the total yearly compensation of
dircctors, as such, exceed ten percent (10%) of the nel income before income fax ef the

Corporation during the preceding year.

ARTICLEV

COMMITTEES
Secrion I. Txecutive Committee. The Board of Mrectors may, by resolution o

resolutions passed by a majority of all of its members, create an execulive comnmiitee whose
inembers shall be appointed by the Board. Atleastthree (3) members ofthe exceutive commiitee
shall be members of the Board. Fxcept as provided in Section 33 of ti:e Corporation Code, the
executive committee shall have and exercise all such powers as may be delepated to it by the

Board. The exceulive commitice shafl keep regular minutes of its procecdings and report the




same to The Board whenever required. The Bom'd- shall have the power 1o change the mentbers off
the exccutive committee at any lime, 1o fill vacancies therein and to &ischarge ar dissebve such
committee cither with or without cause. .

Section 2. Otlier Commiitees, The maj\'n'{tf of all the rr_r;;mb(:rs af the Board of
Directors may by resolution creale other commilless with such powers.and functions as may be
delegated to them by the Board. All such committees shatl kc_{:fﬁ::; record of their proceedings and
report the same (6 the Board, whenever requured. 'Fhe Beard shall have the power ta appoint and
remove the members of such conumittees and may at any time with or withou! cause dissolve any

of such cormnmitices.

ARTICLE V1
Officers

Section 1. Number. The officers af the Corporation shall be a Chatrman, 1 President,
onc or more Vice Presidents, a Seeretary, a Treasurer and such other officers as may from time to
time be elected or appointed by the Board of Directors. Any twao or more posilions may be held
concurrently by the same person, excepl Lhat no one shall act as President and Secretary or a8

President and Treasurer.

Section 2. Tlection, Term of Office and Qualifications. The Chairman, the
President, the Vice President(s), the Secretary aud the Treasurer shall be elecied annually by the
affrmative vote ol a majority of ail the members of the Board of Directors. Euch officer shall
hold office until his successor is clected and qualified in his stead, or undil hie shall have resipned
or shall have been removed in the manner hercinaficr provided. Such ather officers as may from

time io time be clected or appointed by the Board of Directors shall hold office for such period,

tave such authority and periorm such duties as are provided in these By-Laws or as the Board of

Directors may determine.  Vhe President shall be chosen from among the dircctors, and the

Secretary shall be resident and a citizen of the Philippings.

Section 3. Removal. Any officer may be removed, cither with or without cauye, by

the affirmative vole of 2 majority of all of the members of the Board of Diveciors,




Section 4. Resignaiions. Any ufficer may resign alany time by giving wrilien notice
10 the Board of Directors or to the President. Any such resipnation shall take effect on the date of
receipt of such notice orat any time specitied therein; and unless otherwise Sbcciﬁcd therein, the

acceptance of such resignation shall not be necessary (o make it effeciive.’

Seciion 5. Vaeancies. A vacancy in uny oltfice because of death, resianation, removal,
disqualification or agy other cause may be flled for the unexpired postion of the tarm by the

affinnative votc of a majority ol all of the nicmbers of the Board of Divcetors,

Section 6. Chairman of the Board. The Chalrman of the Board of Dirccrors shait
prestde at meetings of the directors and the stockholders. He shall also exercise such powers and

perform such dulies as the Board of Directors wray assign to him,

Secrion 7. President. The President, who must be a divector, shall be the chicl
executive officer of the Corporation.  Subject to the control of the Board of Directors, the
President shall have general care and supervision of the business and afliirs of the Corporaticn.
He shall excreise the following specific functions and, in general, perform all duties incident Lo
the office of the President and such oiher duties as may {rom time (o time be assigned 1o him by

the Board of Directors or as preseribed by these By-laws:

(a) To preside ai the meetings ol the Board of Directors and ef the stockholders in Lhe

absence of the Chairman of 1he Board of Direclors;

{h) To develop the strategic vision and mission, corporate objectives ond policies of

the Corporation and formaolate long range projecis, plans and programs for the approval of the

Roard of Directors, including thase for executive Lraining, development, and compensation;

(¢} Toensure that the administrative and operational policics of the Cerporation are

carried out under his supervision and conral;




{d) Subject to the puidelines prescribed by law, G0 appoint, remove, suspend or

discipline employees of the Corporation. prescribe their-dutics, and detérming their salarics;

(<) To oversee the preparation of the budgets and.the statements-of accounts of the

Corporation;

() To prepare such statemants and reports of the Carporation as may be required of

him by law;
{g)  Torepresent the Corporation al all Rimchoas and procesdings;

(h) To exccute on behali of the Corporation all coniracts, agreements and other
instruments affecting the Corporation which require the approval of the Beard of Dircctors, except

as otherwise direcicd by the Board of Directors;
(i) T'o make reports fo the Board of Direelors and stockholders;
)] To sign certificates af stock;

The President may assign the excreise or performince of any of the {orcpoing powers,

duties, and functions 1o any other officer(s), subject nlways to his supeevision and contral.

Section §. Vice Presidents, Any Vice Precident shall perform such dutics as may,
from time to time, be assigned 1o him by the Board of Direciors ar the President. Any Vice

President may also sign with the Secretary any or all certificates of stodk of the Corporation.

Secrion 9. Secretary. The Secretary shatl keep or cause to be kept in books provided
for the purpose the minutes of the meetings of the stockholders and of the Board of Directors;
shall give, or canse Lo be given, notice of ull mectings of stockholders awd dirzctors and all ofher
notices required by faw or by these By-laws; and i tire case ofhis absence or refusal or neglect to
(o s0, any such notice may be given by any person thereunto direcied by the President, or by the

directors or stockholders, upon whose request the miceling is called as provided inhese By-Taws;




shall, unless otherwise determined by the Board OI'DiI'Pulors be costodian of the records and of
the seal of the Corporation and see that the seal ora f’lcqamllc thereof i 'uf xed to all decuments
the execution of which on behatl” o the Corporation ynder its sca!’ is duly authorized in
accardance with the provisions of these By-laws, and shall fmesl’ the sanwe; shallkeep a register of
the post office address of cach stockhoider, and make all proper changcs it1 such register, relainiong
and filing his authority for such entries; may sign with the President ord Wice President any or all
certificates of stock of the Corporation; shall, unless otherwise- dctumuned by the Board of
Directors, have charge of the original stock books, transler books and stock ledgers and act as
transfer agent in respect of the stock and sccuritics of the Covporation; and, in penersl, shal)
perform ail dutics incident to the offtce o the Secretary, and such other duiics as may, from time

to time, be assigued to him by the Board of irectors or by the President,

Section 1, Treasurer. The Treasurer shall give such bond for the faithful
performance of his duties as the Board of TXrector may require, He shalihave charge and custedy
ofl, und be responsible for, all funds, securities, evidences of indebtedness and other valuadls
documents of the Carporation. and deposit all such funds in the name of the Corporation in such
banks, trust companies or other deposilories rs shall be designated by the Board of Dircctors: al
all reasonable times exhibit his books of account and records Lo any of the directors of the
Courporation where such books and records are kept; whet required by the Prestdent or (he Board
of Directors render a stalement on the condition of the inances of the Corporation; receive and
give, or cause 10 bae given, receipts for moneys due and payable to ths Corporation [rom any
source whatsoever, and pay out money as the business of the Corporation may require; and. in
general, perform all the doties incident to the office of the Treasurer und such other duties as fom

1ime to time may be assigned to him by the Board of Directors or by the President.

Section 11, Cowmpensation. The Board of Dircetors shall fix the salaries and bonuses
af all officers. The fact that an officer is also a diveeter shall not preclude him from receiving o

salary or bonus s such officer, or from voting upon Lhe resolution lixing the same,
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ARTICLE VI

Irdemnification of Directors/Officers

The Corporation shall indemnify every director or officer, his heirs, execuiors and
adminiserators against atl costs and expenses reasanably incurred by such Pé:'éon in connection
with any civil, criminal, adminisirative or investigativa acfibh;.'Silit ar p‘jr_«}cecding {other than an
action by the Comporation) to which he may he, or is, madc a party by reasou of his being or
having been a director or officer of the Corporation, cxcept in relation ta matiers as to which e
shall be finally adjudged in such action, suil or proceeding, (o be lable for gross ncgligence or

misconduct,

In the event of a settlement or compromise, indemnification shall be provided only in
connection with such matters covered by the settlement as to which the Corporation is advised by
counsel that the person to be indemnificd did not commit a breach of duty as such direclor or

officer.

"The amount payable by way of indemnity shall be determined and paid only pursuanttoa

resolution adopted by a majority of ail of the members of the Board of Directors.

The costs and expenses incurred in defending the aforementioned action, suit or
proceeding may be paid by the Corparation in advance of the final disposition of such aciion, suil
or proceeding, as authorized in the manner provided for in the preceding paragraph. upen receipl
of an undertaking by or on behali of the director or oflicer w repay such amount, unless it shall
ultimarely be determined that he is entitled o be indemaified by the Corperation as authorized i

this Article.

ARTICLE VIi}

Dividends and Finance

Svetion 1. Fiseal Year. The [iscal year of the Corporaiion shall commence with the
opening of the business on the [irst day of January of each calendar year und shalt closc on the

31st day of December of the same calendar year,




Section 2. Dividends. Dividends shaif be declared only from the unrestricted relained
camings and shall be payable at such tinte and in such mannerand in sush amounts as the Board
of Directors shall determine. No dividends shall be declared which woxild impair the capital of

the Corporation.

Section 3. independent Anditors, Al the "A'nnu_gﬂ'; Stockholders’ Meeting, the
Independent Auditors for the cosuing year shall b appointed. The Independent Auditors shall
audit and examine the books of account of the Corporation, and shall certify to the Doard
af Directors and the sharcholders the annual batances of said books which shall be prepared
at the close of each fiscal year under the divection of the Treasurer. No direcior or ollicer of
the Corporation, and no firm or corporation of which such officer or director is a

member, shall be elipible lo discharge the duties of Independent Auditors.

The Independent Auditors or the lead, engagement or coordinating audit pariner having the
primary responsibility (or the andit or reviewing the sndit of the Corporation’s fingnciat uccoums
shail be rotated after five (5) years of service for a time out period of at least five (3) years. (As

Amended on June 15, 2013)

ARTICLE IX

Senl

The corporaie scal of the Corporation, unless otherwise ordered by the Board of Divectars,

shall be circular in form and shatl bear the words and figares “ePLDT, INC. 3 20007,

ARTICLE X

Amendments

The By-laws of the Corporation shall be subject ta amendinent, alteration ot repeal, and
new by-faws. notinconsistent with any provision of law, may be made by Ure afflizmative voie of a
majority of all of the members of the Board of Directars and a majority.of the outstanding capital

swock of the Corporation, given at an annual meeting or at any special mesting, provided thal




notice of the proposed amendment, alteration or repeal or.of. the proposed new By-laws be
included in the notice of such meeting. Notwithstanding the forcgo'ing,' the power to amend, alter
or repeal By-laws or adopt new By-laws is hereby delegated to the Boarid of Directors, provided,
however, that such delegation may be revolied by the affirmative vote ofsldckhu]dcrs owaing or
representing a majority of the outstanding capital stock oflﬂ'le C;)rporation at the time of such

revocation, at a regular meeting or a special meeting called i_'pr'suc.h pq&‘po_‘:’se.

The foregoing By-Laws were adopted by alt the incofporators at the mecting of the

incorporators heid in Makati City, Philippines, on the day of July, 2000.

(SGD)Y MANUEL V. PANGILINAN {SGD) ANTONIO R. SAMSON
{SGD) IGNATIUS F. YENRKRO (SGD) RAY C. EEPINOSA

(SGD) ARIEL A. RODA
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CERTIFICATE OF AMIL NDMENT “
OF THE RY-LAWS OF " |
ePLDT, INC. :

KNOW ALL MEN BY THESE PRESENTS: B

The undersigned Assistant Corporate Scorclary and majorily of the members of the Board
of Directors of ePLDT, Ipe. (the "Corporation”}, a corporation duly organized and existing under
the laws of the Republic of the Philippines, with principal office at b loor, Locsin Building,
Ayala Avenne corner Makati Avenue, Mukati City, hereby certify that the allached copy of the
Amended By-Laws of the Corporation is a true and corgett copy of the Amended By-Laws of the
Corporation containing the amendment 1o Artiele | Setlion 1 thereof,

The undersigned herchy further certifies that the aforementiomed amendment was
approved by a majority of the members of the Board 01 Directors al lheir duly constituled
meeting held on October 30, 2014 at the Mancoin Room, 6% Floor, Ramon Cojuangeo Building,
Makati Avenue, Makail City pursuani to their power to amend the By-Latws as delegated to the
Board of Directors under Article X of the Amended By-Laws of the Cofnpany.

1Oy 7 }{\ WITNESS WIIEREOQF. we have hereunto :.Julel this Certificate on this ___ day of
™ z 5 7 2014 at Makati (_,ll.v ’ R\ -

/

f
NAPPLEON I/ VAZAREND L. __ERNESTO R. ALBERTO
Chairman of thé-Board Dircctor
TIN 115-968-132 TIN 106-968-471

wglu;' honer (\jy’. AF\
ANABELLY L. CRUA IVIELDA A (4% UI/‘k r
[Director Direetor
TIN 106-904-025 ,,~/_} TIN 116-283-041
-
“‘df-it’n/"?{_//

OMAR C. TACCAD
Assistant Corporate Secretary
TIN 2035-276-660

LT LT :-\_'k . o )
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SUBSCRIBED AND SWORN TO before me this - day of - - , 2014 at Makati

City, afliants exhibited 10 me their Passports, as follows:

Name Pagsport Ne. Ditte of Issue Place of
S o Issue
{. Napoleon L. Nazareno EB809I848 |~ May 13,2013 Philippines
2. Emcsto R. Alberto LEB6141266 | -August 15;2012 Philippines
3. Anabelle L. Chua EC0996611 ‘May 3, 2014 Philippines
4. Imelda A. Manguiat XX547H1E .. February 6, 2010 Phi.lippinusj
5. Omar C. Tacead EB8O0SY80 |~ August 13,2013 Philippines |

Whitis, bedl,

3  KRISTIN BARDRA £ F,
Doc. No. %7 Roraey Pubitc for the ity ofanTL:l}mt]
Page No., Untll December 31, 2915
Book No. VI Anpaintment No, -109

ook No. Vil o ) of Attameys No. 43087
Series of 2014. % NO. 4234985 - 01/10/14 Maliay

{BF Lifatima No. 07028 - 13726707
€. Logazp! VR, Makazl City, hn

9/f, MG Bldg, Legarpl s




REPUBLIC OF THE PHILIPPINES)
MAKATI CITY )S.S.

SECRETARY’S CERTIFICATE

I, MARK DAVID P. MARTINEZ, Corporate Secretary of ePLDT, INC. (the “Company”), a corporation duly
organized and existing under Philippine laws, with principal office address at Sth Floor, L.V. Locsin Bldg., Makati Avenue,
Makati City, Philippines, hereby certify that:

L. At a meeting of the Board of Directors of the Company held on May 4, 2022, at which a quorum was present
and acting throughout, the following resolutions were duly approved and adopted:

“RESOLVED, that the Company be, and is hereby, authorized to bid for and participate in any public
and private biddings (“Biddings”) to be conducted by any of the branches and instrumentalities of the
Government of the Republic of the Philippines, its departments, offices and agencies, including government-
owned and/or controlled corporations and local government units, or any private corporation, partnership or
other business enterprise (“Procuring Entity™) for the procurement of goods and services (the “Project”) and,
in this connection, to submit to the Procuring Entity all pre-qualification and bid documents including, without
limitation, letters of intent, pre-qualification statements, bid proposals and bidder’s bonds, and to comply with
ail other requirements imposed by the Procuring Entity in connection with the bidding for the Project;

RESOLVED FURTHER, that the President & Chief Executive Officer, and the Chicf Commercial
Officer be, and each is hereby, granted full power and authority to determine or approve the particular Bidding
that the Company will participate in and the technical and financial proposals of the Company for such Bidding,
which either of said officers shall in his/her reasonable judgment, determine to be in the best interest of the
Company;

RESOLVED FURTHER, that the President & Chief Executive Officer, the Chief Commercial Officer,
the Chief Financial Officer, the Chief Data Center Officer, the Group Chief Information Security Officer, the
Group Financial Controller, and any other officer or executive who may be designated by the President and
Chief Executive Officer, or the Chief Commercial Officer (each an «Authorized Representative™) be, and each
is hereby, granted full power and authority to (a) sign and execute in the name and behalf of the Company any
and all pre-qualification and bid documents containing all technical and financial proposals to be included in
the bid to be submitted by the Company to the Procuring Entity (“Bid Documents™), (b) submit or cause the
submission of the Bid Documents to the Procuring Entity, (c) represent the Company in any and all phases of
the pre-qualification and bidding proceedings, and (d) do or cause to be done any and all other acts and deeds
which in the best judgment of such Authorized Representative, are required, necessary or advisable for
purposes of complying with the requirements for pre-qualification, bidding, and award of the Project, and
implementing these resolutions;

RESOLVED FURTHER, that the President & Chief Executive Officer, the Chief Commercial Officer,
and any other officer or executive that may be designated by either of them be, and each is hereby, authorized
to negotiate and agree the terms and conditions of, sign and deliver any agreement (o be executed by the
Company pursuant to an award of the contract for the Project to the Company as successful bidder by the
Procuring Entity;

RESOLVED FINALLY, that the Procuring Entity is authorized to rely and act on the basis of these
resolutions which shall remain effective and binding until the mandate herein contained has been fuily
accomplished or a written notice of any amendment or revocation hereof shall have been given to and received
by the Procuring Entity.”

2 The foregoing resolutions have not been amended and remain to be effective as of the date of this certification.

3 As of the date of this certification, the President & Chief Executive Officer, the Chief Commercial Officer, the
Chief Financial Officer, the Chief Data Center Officer, and the Group Financial Controller of the Company are as follows:

4. Mr. Victor Emmanuel S. Genuino II - President & Chief Executive Officer;
b. Mr. John-John R. Gonzales - Chief Commercial Officer;

¢. Mr. Gil Samson D. Garcia - Chief Financial Officer;

d. Mr. Dwight David M. Simon - Chief Data Center Officer; and

e. Ms. Angelene C. Garcia-Amistoso  — Group Financial Controller.



JAND3 2073

IN WITNESS WHERECHF, I have set my hand this at Makati City, Philippines.

Corporate Secretary

SUBSCRIBED AND SWORN to before me on this JAND3 2[]2:'111; Makati City, Philippines, affiant exhibited

to me his Philippine Passport No. P1290103B, valid from March 30, 2019 through March 29, 2029, and issued by the
Philippine Department of Foreign Affairs NCR-East.

Doc No,

Page No.
Book No.
Series of 2023.

8858543 - 01/06/2022 Makali City
IBP Lifstime No. 010874 / RSM
SIF MGO BIdg. Legazpi St. Legazpi Vill, Makati Gity, MM
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Omnibus Sworn Statement (Revised) . - . ™
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REPUBLIC OF THE PHILIPPINES )
CITY OF MAKATI ) S.S.

I, John-John R. Gonzalcs, of legal age, married, Filipino, and with office address at SthF]oor,L
Locsin Building, Ayala Avenue corner Makati Avenue, Makati Cit
accordance with law, do hereby depose and state that:

1.

7.

o

ePLDT

AFFIDAVIT

I am the duly authorized and designated representative of ePLDT, Inc. with office address at*Sth. "~ R

Floor, LV Locsin Building, Ayala Avenue corner Makati Avenue, Makati City;

I am granted full power and authority to do, execute and perform any and all acts necessary to
participate, submit the bid, and to sign and execute the ensuing contract for Procurement of
Renewal of Email Subscription with identification number PB-GS-06-2023 of Department
of Foreign Affairs, as shown in the attached duly notarized Secretary’s Certificate;

ePLDT, Inc. is not “blacklisted” or barred from bidding by the Government of the Philippines
or any of its agencies, offices, corporations, or Local Government Units, foreign
government/foreign or international financing institution whose blacklisting rules have been
recognized by the Government Procurement Policy Board, by itself or by relation,
membership, association, affiliation, or controlling interest with another blacklisted
person or entity as defined and provided for in the Uniform Guidelines on Blacklisting:

Each of the documents submitted in satisfaction of the bidding requirements is an authentic copy
of the original, complete, and all statements and information provided therein are true and
COrTect;

ePLDT, Inc. is authorizing the Head of the Procuring Entity or its duly authorized
representative(s) to verify all the documents submitted;

None of the officers, directors, and controlling stockholders of ePLDT, Inc. is related to the Head
of the Procuring Entity, members of the Bids and Awards Committee (BAC), the Technical
Working Group, and the BAC Secretariat, the head of the Project Management Office or the
end-user unit, and the project consultants by consanguinity or affinity up to the third civil degree;

ePLDT, Inc. complies with existing labor laws and standards; and

ePLDT, Inc. is aware of and has undertaken the responsibilities as a Bidder in compliance
with the Philippine Bidding Documents, which includes:

a. Carefully examining all of the Bidding Documents;

b.  Acknowledging all conditions, local or otherwise, affecting the implementation of the
Contract;

y, after having been duly sworn'in -

www.epldt.com
5" Floor LV. Locsin Building, Ayala corner
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¢. Making an estimate of the facilities avaliable and needed for t'le contract to be b1d 1f any,\

and Troah

d. Inquiring or securing Supplemental/Bid Bulletin(s) 1ssued fbx the Plocurement of

Renewal of Email Subscription with identification number PB- GS—06-2023

SN A
ePLDT, Inc. did not give or pay directly or indirectly, any COI'mTllSSlOI‘I amount‘\fee or- any AR

form of consideration, pecumaly or otherwise, to any person or ofﬁcxal pelsonnel or:‘"

representative of the government in relation to any procurement project or act1V1ty

In case advance payment was made or given, failure to perform or dehver anv of th&

obligations and undertakings in the contract shall be sufficient grounds to .cobstitute .

criminal liabili

for Swindling (Estafa) or the commission of fraud with unfaithfilnessor -
abuse of confidence through misappropriating or converting any payment received by a-.

person or entity under an obligation involving the dutv to deliver certain goods 'or_"-‘

services, to the prejudice of the public and the government of the Philippines pursuant

to Article 315 of Act No. 3815 s. 1930, as amended, or the Revised Penal Code.

IN WITNESS WHEREOQF, 1 have hereunto set my hand th.iMA_R c;ié)? 0?02'3 .

2023 at
Makati City, Philippines.
John-JohYKaGonzales
Chief C rclal Officer
SUBSCRIBED AND SWORN to before me this _ day of 2023 at Makati City,

Philippines. Affiant is personally known to me and was identified by me through competent evidence
of identity as defined in the 2004 Rules on Notarial Practice (A.M. No. 02-8-13-SC). Affiant exhibited
to me his Driver’s License, with his photograph and signature appearing thereon, with No. N01-86-

Serial No. of Com
Notary Public for
Roll of Attorneys
PTRNo.  / ate;

043001 valid until July 25, 2024, MAR 1 5 2023

hand and seal thjs _ day of , 2023,

ubdic City of Makati
Uil ifq§mber 81, 2024

. 5729 reames Mambar
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IBP " No. PTP No.-OSE5E2D Jan 2, 2;};2 i issuedf, [place

Malati City Roll No. 40091

Doc. No. E 101 Urbam Ave. Campos Rueds Bidg,
Page No. 26 Begy. Fio Dal Fifar, Mak=t ity
Book No 114

Series of 202

issued]

www.epldt.com
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SPECIAL POWER OF ATTORNEY. |

KNOW ALL MEN BY THESE PRESENTS:

THAT, 1, John-John R. Gonzales, the Chief Commercial Officer of\ ePLDT xINC (ihé"» :
“Company”), a corporation duly organized and existing under Philippine law, witht ofﬁce ad"dres&at Sth"j > '
Floor, LV Locsin Building, Ayala Avenue corner Makati Avenue, Makati City, have named constltute‘d! . =
and appointed, and by these presents do hereby name, constitute, and appoint Rossan'l R le (th

“Authorized Representative™), to be my true and lawful attorney-in-fact, for me and in my name place;- .
and stead, in performing the following acts: SN

(a) sign and execute in the name and on behalf of the Company any and all pre-qualification and bic‘if - .“. ‘
documents containing all technical and financial proposals to be included in the bid to be -
submitted (the “Bid Documents™) by the Company to the DEPARTMENT OF FOREIGN

~ AFFAIRS (the “Procuring Entity™) for the Procurement of Renewal of Email Subscription E

with identification number PB-GS-06-2023 (the “Project™);

(b) submit or cause the submission of the Bid Documents to the Procuring Entity;

(c) represent the Company in any and all phases of the pre-qualification, bidding and post-
qualification proceedings for the Project;

(d) do or cause to be done any and all other acts and deeds which in the best judgment of such
Authorized Representative, are required, necessary or advisable for purposes of complying with |
the requirements for pre-qualification, bidding, award, and post-qualification of the Project. i

HEREBY GIVING AND GRANTING unto our said Authorized Representative full power and
authority whatsoever requisite, necessary or proper to be done to effectively and successtully carry out the
above-mentioned acts, as fully to all intents and purposes as I might or could lawfully do if personally
present; HEREBY RATIFYING AND CONFIRMING all that said Authorized Representative shall
lawfully do or cause to be done by virtue of these presents.

This Special Power of Attorney shall remain in effect until it is revoked in writing by the
Principal.

IN WITNESS WHEREQF, I have hereunto set my hand on this MAﬂgy gf 7 2023
at Makati City, Philippines.

John—JﬁIi’vé. Gpnz/ales
2

Authorized Representative

Page 1 of 2 i

www.epldt.com
PDLD I 5™ Floor LV Locsm Buﬂdlng, Ayala corner



______________________

CIARATI CITY e |
T TL
SUBSCRIBED AND SWORN to before me thls SRR 2073 at Makat: Clty,
Philippines. Affiants are personally known to me and were 1dent1ﬁed by me throuc'h competent ev1dence \ . \
of identity as defined in 2004 Rules on Notarial Practice (A.M. No. 02-8-13-SC), and exlﬁbnted to. me the

following competent evidence of identity, with their photographs and signatures appeanng thereqn

Competent Evidence of Identlty

Name Type of ID ID Number and Expiry Date (lf apphcable) y
John-John R. Gonzales Driver's License N01-86-043001 valid until July 25, 202\4.\ : . o \
Rossana R. Lim Passport P44776478B valid until January 20, 2030 | ‘
AR 15 2003
r\ Witness my hand and seal this day of 2023.

Doc. No. / 7},

PageNo, ¥ | &¢
Book No._ 7 92/
Series of 2023. 4ry 7¥blic City of Makati
Until Dazemibar &1, 20/4
IB® No. 0572%-Lifetin
MCLiE Tomplisg
Appointmant -
FYP Mo, GOm0l o o, 2095
A PR A TS
F T 3 .o »3g.
o Fio el ; 1y

Page 2 of 2
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DEPARTMENT OF FOREIGN AFFAIRS
KAGAWARAN NG UGNAYANG PANLABAS

04 April 2023
NOTICE OF AWARD

Sir:

Please be informed that, upon the recommendation of the Department of Foreign
Affairs Bids and Awards Committee (DFA BAC) as contained in its Resolution No.
CPM-PB-09-2023 dated 04 April 2023, the Department is awarding the Contract on
Email Subscription for the DFA to E-PLDT Inc. in the total amount of Twenty Two
Million Thirty Seven Thousand Eight Hundred Eighty Eight Pesos (PhP
22,037,888.00) only, including taxes and other lawful charges.

You are hereby required to provide, within ten (10) calendar days from receipt of
this Notice of Award, a Performance Security in the acceptable form and amount
stated in the Bidding Documents of said procurement, as well as sign the Contract
within the same period, pursuant to Section 37 of the revised IRR of RA 9184. Failure to
provide the Performance Security or to sign the contract within the prescribed period
shall constitute sufficient grounds for the cancellation of the award and forfeiture of the
bid security, or bid securing declaration, as the case may be.

Very truly yours

Undersecretary and
Head of Procuring Entity

Mr. JOHN-JOHN R. GONZALES
Representative
Epldt, Inc.
5th Floor, LV, Locsin Building, Ayala Avenue cor. Makati Avenue
Makati City




Let |T 5 -

Bid Form for the Procurement of Goods [shall be
submitted with the Bid]

BID FORM
Date: March 27, 2023

Bid Reference No.: PB-GS-06-2023
To: DFA-BAC Secretariat

Department of Foreign Affairs

12th Floor, DFA Main Building,

2330 Roxas Boulevard, Pasay City 1300

Having examined the Philippine Bidding Documents (PBDs) including the Supplemental or Bid Bulletin
Numbers /0], the receipt of which is hereby duly acknowledged, we, the undersigned, offer to SUPPLY
PROCUREMENT OF RENEWAL OF EMAIL SUBSCRIPTION in conformity with the said PBDs for the sum
of Twenty Two Million Thirty Seven Thousand Eight Hundred Eighty Eight Pesos Only, PHP 22,037,888.00
VAT-Inclusive or the total calculated bid price, as evaluated and corrected for computational errors, and other
{""id modifications in accordance with the Price Schedules attached herewith and made part of this Bid. The total bid
price includes the cost of all taxes, such as, but not limited to: value added tax (VAT), which are itemized herein
or in the Price Schedules,

If our Bid is accepted, we undertake:
a. todeliver the goods in accordance with the delivery schedule specified in the Schedule of
Requirements of the Philippine Bidding Documents (PBDs);

b. to provide a performance security in the form, amounts, and within the times prescribed in
the PBDs;

c. to abide by the Bid Validity Period specified in the PBDs and it shall remain binding upon us at
any time before the expiration of that period.

[Insert this paragraph if Foreign-Assisted Project with the Development Partner:
~
Commissions or gratuities, if any, paid or to be paid by us to agents relating to this Bid, and to contract
execution if we are awarded the contract, are listed below:

Name and address Amount and Purpose of of agent
Currency Commission or gratuity

NONE

(if none, state

“None™)/

e
Until a formal Contract is prepared and executed, this Bid, together with your written acceptance
thereof and your Notice of Award, shall be binding upon us.

We understand that you are not bound to accept the Lowest Calculated Bid or any Bid you may receive.

We certify/confirm that we comply with the eligibility requirements pursuant to the PBDs. The
undersigned is authorized to submit the bid on behalf of ePLDT Inc. as evidenced by the attached Special
Power of Attorney and Secretary’s Certificate.

www.epldt.com
PDLD I 5™ Floor L.V. Locsin Building, Ayala corner

o~~~
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attached Schedule of Prices, shall be a ground for the rejection of our b1d

Name: Rossana R. Lim
Legal capacity: Relatjonship Management Executive
Signature:

Duly authorized to sign the Bid for and behalf of: ¢ePLDT Inc.

Date: March 27, 2023

www.epldt.com

epLD l 5% Floor LV. Logsin Building, Ay_alrfl corner
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Kagawaran ng Aanapang Panlabas Bepartment of Foreian Affairs

OFFICE OF FINANCIAL MANAGEMENT SERVICES

CERTIFICATE OF AVAILABILITY OF FUNDS

This is to certify that the amount of TWENTY FOUR MILLION PESOS
ONLY (PhP24,000,000.00) is available to cover renewal of current licenses of
the Department’s DFA Email Management Services, chargeable against
OAMSS FY 2022 Continuing Appropriation for Internet Subscription
Expenses, pursuant to FY 2022 Continuing Appropriations issued under
National Budget Circular No. 590 dated 03 January 2023 and subject to
existing budgeting, accounting, auditing and government procurement laws,
rules and regulations.

Funds provided for the purpose will be valid up to 31 December 2023.

This Certification is issued for whatever lawful purpose it may Serve.

~

IE F. FULGENCIO

Acting Department Chief Accountant

01-23-0023
BUDGET DIVISION-CAF
23 January 2023
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Ragawaran ng Egnapang Panlabag Beyartment of Foreign ffairs

OFFICE OF FINANCIAL MANAGEMENT SERVICES

CERTIFICATE OF AVAILABILITY OF FUNDS

This is to certify that the amount of NINE HUNDRED THOUSAND PESOS
ONLY {PhF900,000.00) is available to cover the cost for the renewal of Google
Workspace Enterprise Starter Subscription under dfa.gov.ph domain for FY
2023, chargeable against OCA’s 2023 MOOE for ICT Software Subscription,
pursuant to FY 2023 General Appropriations Act (GAA) (R.A. No. 119386) and
subject to existing budgeting, accounting, auditing and government
procurement laws, rules and regulations.

Funds provided for the purpose will be valid up to 31 December 2023.

This Certification is issued for whatever lawiul purpose it may serve.

Uafnpiir
4}/ LYRIE F. FULGENCIO ;. ;, 27,
Acting Department Chief Accountan

Uz-23-0015
BUDGET DIVISION-CAF

10 February 2023
(W RTINS PRRTE
DEPARTMF ™ - 7 EIGIH ARFAIRS
GFE €L 7 Mt T AT RS
i e

.
PR A
ST et -
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Let IT be

Letter of Conformity

This certifies that ePLDT, Inc., with its registered office address at 5th Floor, LV Locsin
Building, Ayala Avenue corner Makati Avenue, Makati City has conformed to the Schedule of
Requirements and Technical Specifications/Terms of Reference as enumerated and specified in
Section VI and Section VII of the Bidding Documents, respectively, and to all the
Supplemental/Bid Bulletin(s) issued for the bidding of Department of Foreign Affairs for the

‘Procurement of Renewal of Email Subscription”,

Certified by:

.‘%%’ 2l

— DT ——

Rossana R. Lim, Relationship Management Executive

Bidder’s Authorized Representative

www.epldt.com
epLD I 5 Floor L.V. Locsin Building, Ayala corner



Section VI. Schedule of Requirements

The delivery schedule expressed as weeks/months stipulates hereafter a delivery date which is
the date of delivery to the project site.

Email Subscription

Item o . Delivered,
Number Description Quantity | Total Weeks/Months
1 Procurement of Renewal of 1lot | 1lot on or before

09 April 2023

~— Comply

27




Section VII. Technical Specifications

Notes for Preparing the Technical Specifications

A set of precise and clear specifications is a prerequisite for Bidders to respond realistically
and competitively to the requirements of the Procuring Entity without qualifying their Bids.
In the context of Competitive Bidding, the specifications (e.g. production/delivery schedule,
manpower requirements, and after-sales service/parts, descriptions of the lots or items) must
be prepared to permit the widest possible competition and, at the same time, present a clear
statement of the required standards of workmanship, materials, and performance of the
goods and services to be procured. Only if this is done will the objectives of transparency,
equity, efficiency, fairness , and economy in procurement be realized, responsiveness of bids
be ensured, and the subsequent task of bid evaluation and post-qualification facilitated, The
specifications should require that all items, materials and accessories to be included or
Incorporated in the goods be new, unused, and of the most recent or current models, and that
they include or incorporate all recent improvements in design and materials unless otherwise
provided in the Contract.

Samples of specifications from previous similar procurements are useful in this respect. The
use of metric units is encouraged. Depending on the complexity of the goods and the
repetitiveness of the type of procurement, it may be advantageous to standardize the General
Technical Specifications and incorporate them in a separate subsection. The General
Technical Specifications should cover all classes of workmanship, materials, and equipment
commonly involved in manufacturing similar goods. Deletions or addenda should then
adapt the General Technical Specifications to the particular procurement.

Care must be taken in drafting specifications to ensure that they are not restrictive. In the
specification of standards for equipment, materials, and workmanship, recognized Philippine
and international standards should be used as much as possible. ‘Where other particular
standards are used, whether national standards or other standards, the specifications should
state that equiprent, materials, and workmanship that meet other authoritative standards,
and which ensure at least a substantially equal quality than the standards mentioned, will
also be acceptable. The following clause may be inserted in the Special Conditions of
Contract or the Technical Specifications.

Sample Clause: Equivalency of Standards and Codes

28




Wherever reference is made in the Technical Specifications to specific standards and codes
to be met by the goods and materials to be furnished or tested, the provisions of the latest
edition or revision of the relevant standards and codes shall apply, unless otherwise
expressly stated in the Contract. Where such standards and codes are national or relate toa
particular country or region, other authoritative standards that ensure substantial equivalence
to the standards and codes specified will be acceptable.

Reference to brand name and catalogue number should be avoided as far as possible; where
unavoidable they should always be followed by the words “or at least equivalent.”
References to brand names cannot be used when the funding source is the GOP.

Where appropriate, drawings, including site plans as required, may be fumished by the
Procuring Entity with the Bidding Documents. Similarly, the Supplier may be requested to
provide drawings or samples either with its Bid or for prior review by the Procuring Entity
during contract execution.

Bidders are also required, as part of the technical specifications, to complete their statement
of compliance demonstrating how the items comply with the specification.

29




Technieal Specification

RENEWAL OF EMAIL SUBSCRIPTION

Background

The Department of Foreign Affairs relies on email messaging and its functionalities
as the primary means of electronic communication for its personnel in the Home
Office, Foreign Service Posts, and Consular Offices. The approved budget cost is
Twenty Four Million Nine Hundred Thousand Pesos (Php 24,900,000.00) including

all applicable taxes.

Objective

Procure email subscription from a reliable and technically qualified provider of
email subscription with integrated support applications for group collaboration

across the Department.

Scope of Work

Compliance

The Contractor shall provide subscription for Five Thousand Eight
Hundred Fifty (5,850) mailtboxes which conform with the
Department’s existing email service (Google Workspace) as
follows:

i) Five Thousand Five Hundred {5,500) Enterprise Starter
licenses (including 251 licenses for OCA-PITS) with at
least 1TB secure cloud-based file storage per account
includes Shared drive, Fundamental MDM, DLP
Report, Basic Audit Logs and Data Region Lite.

i) Three Hundred Fifty (350) Enterprise Plus licenses
with unlimited storage; Up to 500 users can participate
in video conference; 100k Al Noise cancellation; and it
includes Vault, Advance Data Loss Prevention, Cloud
Identity Premium, Advance Enterprise control and
customization, Cloud Search, AppSheet Core,
Connected Sheets, and can be integrated with 3™ party
archiving tools.

iii) Mailboxes and Storage Accounts shall be transferable.

1v} Administrator training and Train the trainers must be
provided.

Comply

Technical Specifications

Comply

Enterprise Starter licenses:

Comply

Store and back up files securely in the cloud with at least 1 TB
storage per user (pooled).

Comply

30
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Join secure video meetings from laptop or other device (up to 250
participants)

Comply

With Meeting platform compatible with the existing system,
equipped with moderation controls, hand raising, polling and
Q& A, breakout rooms, noise cancellation and attendance tracking.

Comply

With meeting recordings saved to cloud storage used by the
existing system.

Comply

Share calendars to easily schedule meetings and events

Comply

Collaborate in real-time on online documents, spreadsheets, and
presentations

Comply

Manage user accounts and security settings from a central Admin
console

Comply

Enterprise Plus licenses:

Comply

Security, Premium administrative controls and Enterprise-wide
coliaboration

Comply

Enhance security of the cloud storage used by the existing system
and electronic mail platform compatible with the existing system
with data loss prevention (DLP). Scan for sensitive information,
such as credit card or Social Security numbers, and prevent
sharing.

Comply

Protect the Department with security analytics, best practice
recommendations, and the ability to remediate security incidents
with the security center.

Comply

Set up rules to detect harmful attachments in a virtual environment
using the Security Sandbox.

Comply

Ability to connect LDAP-based applications and services to Cloud
Identity or Google Workspace, which is the current system being
used, with Secure LDAP.

Comply

Manage company owned mobile devices using Apple Business
Manager and Android Zero Touch.

Comply

Use enhanced desktop security for Windows to remotely apply
Windows settings and manage users’ devices.

Comply

Create granular access control policies to Google Workspace,
which is the current system being used, and SAML applications
based on attributes such as user identity, device security posture,
IP address, and geolocation with context-aware access.

Comply

Scan images for text to identify and mitigate loss of confidential
data in scanned images.

Comply
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Able to use a third-party archiving product to store and discover

mission-critical email. Comply
Analyze e-mail logs in the current system being used in BigQuery
using advanced and customized queries. Comply
Automate mobile management tasks by setting custom rules that
get triggered by suspicious events, Comply
Automate user provisioning, authorize apps, and set rules for
mobile management with Cloud Identity Premium. Comply
Set up enterprise-grade meetings with up to 250 participants and
live streaming,. Comply
Record and share online meeting sessions in the current cloud
storage being used. Comply
Analyze, visualize, and share data from spreadsheet with
Connected Sheets. Comply
AppSheet Pro—ICT Personnel in the Department can build
applications without coding. Comply
Mailbox Specifications
Comply
Each Mailbox account shall:
Comply

1. Maintain @dfa.gov.ph (DFA’s official domain name). Comply
2. Provide anti-spam and anti-malware functions for all incoming

emails and provide anti-malware function for all outgoing c

; omply

emails;
3. Provide Information Rights Management (IRM), Transport

Layer Security (TLS) enforcement, Phishing prevention; Comply
4. Support verification of Sender Policy Framework (SPF)

protocol for authenticity purpose and Simple Mail Transfer

Protocol over Transport Layer Security (SMTP over TLS) Comply

protocol for secure transmission encryption;
5. Provide two-factor authentication composed of but not limited

to password requirement and SMS verification code; Comply
6. Comply with the following international operations standard

and controls:

a) ISO 27001 (Information security management), Comply

b) ISO 27017 (Security controls for cloud services),
c) ISO 27018 (Cloud privacy protection overview),
d) Service Organization Control {(SOC) 2 and

32
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e) Service Organization Control (SOC) 3

Comply
7. Send and receive emails with attachments of different file types
including but not limited to video, audio and image files; Comply
8. Provide Office document creation, sharing and collaboration,
offline/online editing, import and export of data files, Compl
. " Ply
revision/versioning through a browser;
9. Search, through Optical Character Recognition (OCR) and
image recognition; Comply
10. Create electronic forms to conduct survey and questionnaire
online, Comply
11. Provide an online social platform for information sharing and
employee engagement; Comply
12. Allow transfer from one service provider to another without
loss of current data; Comply
13. Be accessed through Android, i0S, Windows Phone, and
Blackberry devices, Windows, MacOS desktops, laptops and Comply
tablets;
14. Have a cloud-based platform which can be accessed through
popular web browsers including, but not limited to, Chrome, Comply
Firefox, Safari, Internet Explorer 11 and Edge;
15. Be accessed through Internet, Local Area Network (LAN), Wi-
Fi, and hotspot environment by mobile devices; Comply
16. Provide instant messaging and video conferencing (audio,
video) through LAN, internet, Wi-Fi, and hotspots; Comply
17. Provide shareable calendar services among users and guests; Comply
18. Adopt current IT network setup and settings, and no new
hard)arare/software requirements are needed to avail of the Comply
service;
19. Provide Mobile Device Management (MDM) and policy-based
browser security management; Comply
20. Be accessed 24x7, 365 days a year, at least 99.9% monthly
uptime guarantee of the services; Compiy
21. Setup disaster recovery plans and secured back-up facilities or
disaster proof facility to provide uninternipted service; and Comply
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22. Customize, relative to DFA’s requirements, user-friendly

menus (mailbox organization). Comply
Storage and Archiving Specifications Comply
Each Storage.account shall be capable of: Comply
1. Archiving, e-discovery and information management
capabilities; Comply
2. Defining retention policies that are automatically applied to
email and chat messages; Comply
3. Archiving of email and chat messages according to email
system policies defined by the user preventing inadvertent Comply
deletions; and
4. Running reports on user activity and actions in the archive
wherein searches, message views and exports are shown. Comply
Iv. Contractor’s Responsibility Comply
The Contractor shall provide the following: Comply
1. 24 x 7 technical support through telephone, email and/or
chat with a maximum response time of two (2) hours from |
the posting/submission of support request; Comply
2. Trainer/s to conduct one (1) administrator’s training and
three (3) train the trainers. Comply
3. Initial setup and configuration services for the DFA and
shall ensure that proposed mail domain (*@dfa.gov.ph) is Comply
functioning normally.
V. Contractor’s Eligibility Comply
[. Contractor shall present Certificates and/or Authorization to
represent Original Product Manufacturer or proof of Authority Comply
for Distributorship, or Re-seller Dealership.
2. Contractor shall provide at least 3 Professional Collaboration
Certificate and it must be a regular employee of the contractor. Comply
3. Contractor shall provide a Certificate of Partnership to Google
and it must be Premier Level.
Comply
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Duration

Comply

1. The Contractor shall provide the email subscription and
corresponding support applications for the DFA for a period of
twelve (12) months.

Comply

Delivery

Comply

1. The Contractor shall provide and activate the accounts on or
before 09 April 2023.

Comply

Confidentiality

Comply

1. The Contractor shall ensure that each of its personnel
assigned to provide support service executes and signs a
Non-Disclosure Agreement which is to be submitted to the
Department prior to commencement of the service.

2. The Contractor shall not disclose any confidential
information accessed through the use of its services in
relation to the official functions or operations of the
Department without prior consent from the latter.

3. The Contractor shall immediately inform the Department
of breaches, attacks, or other forms of cyber
threats/activities that may contribute to disclosure of any
confidential information.

4. Failure to comply with the confidentiality clause shall be
subject to penalties as provided in Republic Act No. 10173
— Data Privacy Act of 2012 and all other relevant rules and
regulations.

Comply

Payment

Comply

1. The payment shall be made within thirty (30) working days
upon full implementation of the system and receipt of the
invoice with complete requirements through List of Due
and Demandable Accounts Payable (LDDAP).

Comply

2. All payments shall be inclusive of all applicable taxes and
other lawful charges.

Comply

Note:

Bidder must state compliance to each of the provisions in the Terms of Reference/Technical
Specifications, as well as to the Schedule to Requirements. The STATEMENT OF COMPLIANCE
must be signed by the authorized representative of the Bidder, with proof of authority to sign
and submit the bid for and in behalf of the Bidder concerned. If the Bidder is a joint venture,
the representative must have authority to sign for and in behalf of the partners to the joint
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venture. All documentary requirements should be submitted on or before the deadline for the
submission of bids.

Bidders must state here either “Comply” or “Not Comply” against each of the individual
parameters of each Specification stating the corresponding performance parameter of the
equipment offered. Statements of “Comply” or “Not Comply” must be supported by evidence
in a Bidders Bid and cross-referenced to that evidence. Evidence shall be in the form of a
manufacturer’s un-amended sales literature, unconditional statements of specification and
compliance issued by the manufacturer, samples, independent test data etc., as appropriate, A
statement that is not supported by evidence is subsequently found to be contradicted by the
evidence presented will render the Bid under evaluation liable for rejection. A statement either
in the Bidders statement of compliance or the supporting evidence that is found to be false
either during Bid evaluation, post-qualification or the execution of the Contract may be
regarded as fraudulent and render the Bidder or supplier liable for prosecution subject to the
provisions of ITB Clause 3.1 (a)(ii) and/or GCC Clause 2.1 (a)(ii)

Conformé:

R
ePLDT, Relationship Management Executive
March 27, 2023
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Subscription to Google Workspace Enterprise Plus
{(Unlimited Storage Capacity)

Scope of Work

ltem and General Description Quantity

350 Licenses

Subscription to Google Workspace Enterprise Starter
(At least 1TB Storage Capacity)

5,500 Licenses

Technical Specifications

* Google Workspace Enterprise Plus (350 Licenses)

o
o)

0

0

0 0 0 O

Security, Premium administrative controls and Enterprise-wide collaboration

Enhance security of the cloud storage used by the existing system and electronic mail
platform compatible with the existing system with data loss prevention (DLP). Scan for
sensitive information, such as credit card or Social Security numbers, and prevent sharing.
Protect the Department with security analytics, best practice recommendations, and the
ability to remediate security incidents with the security center.

Set up rules to detect harmful attachments in a virtual environment using the Security
Sandbox.

Ability to connect LDAP-based applications and services to Cloud Identity or Google
Workspace, which is the current system being used, with Secure LDAP.

Manage company owned mohile devices using Apple Business Manager and Android Zera
Touch.

Use enhanced desktop security for Windows to remotely apply Windows settings and
manage users' devices.

Create granular access control policies to Google Workspace, which is the current system
being used, and SAML applications based on attributes such as user identity, device security
posture, IP address, and geolocation with context-aware access.

Scan images for text to identify and mitigate loss of confidential data in scanned images.
Able to use a third-party archiving product to store and discover mission-critical email.
Analyze e-mail logs in the current system being used in BigQuery using advanced and
customized queries.

Automate mobile management tasks by setting custom rules that get triggered by suspicious
events.

Automate user provisioning, authorize apps, and set rules for mobile management with Cloud
Identity Premium.

Set up enterprise-grade meetings with up to 250 participants and live streaming.

Record and share online meeting sessions in the current cloud sterage being used.

Analyze, visualize, and share data from spreadsheet with Connected Sheets.

AppSheet Pro—ICT Personnel in the Department can build applications without coding.




Google Workspace Enterprise Starter (5,500 Licenses)

O
O
G

0O 0 0 0

Store and back up files securely in the cloud with at least 1 TB storage per user {pooled).
Join secure video meetings from {aptop or other device (up to 250 participants)

With Meeting platform compatible with the existing system, equipped with moderation
controls, hand raising, polling and Q&A, breakout rooms, noise cancellation and attendance
tracking,

With meeting recordings saved to cloud storage used by the existing system.

Share calendars to easily schedule meetings and events

Collaborate in real-time on online documents, spreadsheets, and presentations

Manage user accounts and security settings from a central Admin console

Mailbox Specifications
Each Mailbox account shall:

@]
o]

c 0 0 0 O

Maintain @dfa.gov.ph (DFA’s official domain name).
Provide anti-spam and anti-malware functions for all incoming emails and provide anti-
malware function for all outgoing emails; .
Provide Information Rights Management (IRM), Transport Layer Security (TLS) enforcement,
Phishing prevention;
Support verification of Sender Policy Framework (SPF} protocol for authenticity purpose and
Simple Mail Transfer Protocol over Transport Layer Security (SMTP over TLS) protocol for
secure transmiission encryption;
Provide two-factor authentication composed of but not limited to password requirement and
SMS verification code;
Comply with the following international operations standard and controls:

ISO 27001 (Information security management)

ISO 27017 (Security controls for cloud services)

150 27018 (Cloud privacy protection overview)
*  Service Organization Control (SOC) 2
*  Service Qrganization Control (SOC} 3
Send and receive emails with attachments of different file types including but not limited to
video, audio and image files;
Provide Office docurmnent creation, sharing and collaboration, offline/online editing, import
and export of data files, revision/versioning through a browser;
Search, through Optical Character Recognition {OCR) and image recognition;
Create electronic forms to conduct survey and questionnaire online;
Provide an online social platform for information sharing and employee engagement;
Allow transfer from one service provider to another without loss of current data;
Be accessed through Android, iOS, Windows Phone, and Blackberry devices, Windows,
MacOS desktops, laptops and tablets;
Have a cloud-based platform which can be accessed through popular web browsers
including, but not limited 1o, Chrome, Firefox, Safari, Internet Explorer 11 and Edge;
Be accessed through Internet, Local Area Network (LAN), Wi-Fi, and hotspot environment by
mobile devices;
Provide instant messaging and video conferencing (audio, video) through LAN, internet, Wi-
Fi, and hotspots;
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Provide shareahle calendar services among users and guests;

Adopt current IT network setup and settings, and no new hardware/software requirements
are needed to avail of the service;

Provide Mobile Device Management (MDM) and policy-based browser security management;
Be accessed 24x7, 365 days a year, at least 99.9% monthly uptime guarantee of the services;
Setup disaster recovery plans and secured back-up facilities or disaster proof facility to
provide uninterrupted service; and

Customize, relative to DFA’s requirements, user-friendly menus (mailbox organization).

Storage and Archiving Specifications
Each Storage account shall be capable of:

o
(]
(o]

Archiving, e-discovery and  information  management capabilities

Defining retention policies that are automatically applied to email and chat messages
Archiving of email and chat messages according to email system policies defined by the user
preventing inadvertent deletions

Running reports on user activity and actions in the archive wherein searches, message views
and exports are shown.

Roles and Responsibilities

o ePLDT shall provide 24 x 7 technical support through telephone, email and/or chat with a
maximum response time of two (2) hours from the posting/submission of support request

o ePLDT shall provide Trainer/s to conduct one (1) administrator training and three (3} train
the trainers training

o ePLDT shall provide initial setup and configuration services to DFA and shall ensure that the
proposed mail domain (*@dfa.gov.ph) is functioning normally.

Eligibility

o ePLDTis Certified and Authorized to Re-sell Google Workspace..

o ePLDT has at least 3 Certified Professional Collaboration Engineer / Professional Google
Workspace Administrator that are regular employees.

o ePLDT is a Certified Google Cioud Premier Partner

Duration

© ePLDT shall provide email subscription and corresponding support applications for DFA for a
period of twelve {12) months.

Belivery

o ePLDT shall provide and activate the accounts on or before 09 April 2023.
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* Confidentiality

o}

ePLDT shall ensure that each of its personnel assigned to provide support service executes
and signs a Non-Disclosure Agreement which is to be submitted to the Department prior to
commencement of the service.

ePLDT shall not disclose any confidential information accessed through the use of its
services in relation to the official functions or operations of the Department without prior
consent from the latter.

ePLDT shall immediately inform the Department of breaches, attacks, or other forms of
cyber threats/activities that may contribute to disclosure of any confidential information.
Failure to comply with the confidentiality clause shall be subject to penalties as provided in
Republic Act No. 10173 — Data Privacy Act of 2012 and ali other relevant rules and
regulations,

¢ Payment

(o)

The payment shall be made within thirty {30) working days upon full implementation of the
system and receipt of the invoice with complete requirements through List of Due and
Demandable Accounts Payable (LDDAP).

All payments shall be inclusive of all applicable taxes and other lawful charges.




Google Workspace
Security Whitepaper

=
§ g
o
7 7
ﬁ’—:é?
B &

%
v

7
©
7
-+
7
E




2y Google Cloud
Table of Contents

Introduction

Google's security and privacy focused culture

r\

Employee background checks

Security training for all employees

Secure Environment

Internal security and privacy events

Our dedicated security team

Our privacy teams

Internal audit and compliance specialists
Coliaboration with the security research community

Operational security

Vulnerability management
Malware prevention
Monitoring

Incident Management

Technology with security at its core

State-of-the-art data centers

Powering our data centers

Environmental impact

Custom server hardware and software
Hardware tracking and disposal

A global network with unique security benefits

Encrypting data in transit and at rest

Low latency and highly available solution

Service availability

Supporting compliance requirements

Regulatory compliance

Independent third-party certifications and attestations

Data usage

Qur philosophy
No advertising in Google Workspace
Limited data use

Data access and restrictions

Administrative access

oo o0 o~ ~N s oy OO =

O

1 el el ad el e el e ed e
W NN =2 = 2 00 0o 0

13
14
14

15
15
15
15

16
16




Y Google Cloud

3

Third-party suppliers 16
Empowering users and administrators to improve security and compliance 16
Access and Authentication 17
2-step verification and security keys 17
Single sign-on (SAML 2.0) 17
OAuth 2.0 and OpenlD Connect 17
Information Rights Management (IRM) 18
Restricted email delivery 18
App access based on user context 18
Asset Protection 18
Email spam, phishing and malware protection 18
Email spoofing prevention 19
Warnings for employees to prevent data loss 19
Hosted S/MIME to provide enhanced security 19
Gmail confidential mode 20
Configuring Google Workspace security settings 20
Security and alert management 20
Video meetings safety 20
Endpoint management 21
Reporting analytics 21
Google Workspace audit logs 21
Security reports 21
Insights using BigQuery 22

Data Recovery 22
Restore a recently deleted user 22
Restore a user's Drive or Gmail data 22
Retention and eDiscovery 22
Data Residency 22
Conclusion 22

Disclaimer

This whitepaper applies to Google Cloud products described at cloud.google.com. The content contained
herein is correct as of October 2021 and represents the status quo as of the time it was written. Google's
security policies and systems may change going forward, as we continually improve protection for our
customers.




e

2y Google Cloud

Introduction

Cloud computing has changed the way that companies today do business. Organizations primarily look
to the public cloud to manage their infrastructure, operations, and delivery of services, realizing that
providers can invest more in people and processes to deliver secure and compiiant infrastructure.

As a cloud pioneer, Google fully understands the security implications of the cloud model. That's why
we designed our cloud services to deliver better security than many traditional on-premises solutions.
We make security a priority to protect our own operations. Our customers run on that same Google
infrastructure, so your organization directly benefits from these protections.

Security and data protection drive our organizational structure, training priorities and hiring processes.
These principles shape our data center operations and technology. They're central to our everyday
operations and disaster planning, including how we address threats. They're prioritized in the way we
handle customer data. And they're the cornerstone of our account controls, our compliance audits and
the certifications we offer our customers. Our commitments to your business and your data are

captured in our Google Cloud Trust Principles and affirm how we protect the privacy of customers
whenever they use Google Workspace and Google Cloud Platform.

This whitepaper outlines Google's approach to security and compliance for Google Workspace, our
cloud-based productivity suite. Used by more than five million organizations worldwide, from large
banks and retailers with hundreds of thousands of people to fast-growing startups, Google Workspace
and Google Workspace for Education include the collaboration and productivity tools found here.
Google Workspace and Google Workspace for Education are designed to help teams work together
securely in new, more efficient ways, no matter where members are located or what device they use. For
instance, Gmail scans over 300 billion attachments for malware every week and prevents more than
99.9% of spam, phishing, and malware from reaching users'. We're committed to protecting against
security threats of all kinds, innovating new security tools for users and admins, and providing our
customers with a secure cloud service.

Note: We are bringing Google Workspace to our education and nonprofit customers in the coming
months. Education customers can continue to access our tools via Google Workspace for Education,
which includes Classroom, Assignments, Gmail, Calendar, Drive, Docs, Sheets, Slides, and Meet. Google
Workspace for Nonprofits will continue to be available to eligible organizations through the Google for
Nonprofits program.Unless indicated otherwise, the context of this document includes Google
Workspace and Google Workspace for Education.

' As of October 2021.
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Google’s security and privacy focused culture

Google has created a vibrant and inclusive security and privacy focused cuiture for all employees. The
influence of this culture is apparent during the hiring process, employee onboarding, as part of ongoing
training and in company-wide events to raise awareness.

Employee background checks

Before someone joins our staff, Google verifies their education and previous employment, and performs
internal and external reference checks. Where local labor law or statutory regulations permit, Google

may also conduct identity, criminal, and credit checks and confirm immigration status, depending on
the position.

Security training for all employees

All Google employees undergo security training as part of the orientation process, and throughout their
Google careers. During orientation, new employees also agree to our Code of Conduct which highlights
our commitment to keeping customer information safe and secure.

Depending on their role, employees participate in additional training on specific aspects of security. For
example, the information security team instructs new engineers on topics like secure coding practices,
product design and automated vulnerability testing tools. Engineers also attend technical presentations
on security-related topics and receive a security newsletter that covers new threats, attack patterns,
mitigation techniques and more,

Secure Environment

Google’s zero-trust approach enforces critical access controls based on information about a device, its
state, its associated user, and their context. This approach considers both internal and external
networks to be inherently untrusted, which creates our concept of borderless compliance where we
dynamically assert and enforce levels of access at the application layer. This enables Google's security
and compliance teams to be as secure and effective during an emergency as they would be at any
other time.

As COVID-19 has not only changed the way we work, but where we work frem, creating the need for
new solutions that nonetheless continue to meet industry compliance requirements. By leveraging zero
trust you can offer your employees and extended workforce a secure and scalable solution for telework
that is not dependent on VPN or location requirements.

Internal security and privacy events

Security and privacy is an ever-evolving area, and Google recognizes that dedicated employee
engagement is a key means of raising awareness. It's with this in mind that Google hosts regular
internal conferences, open 1o all employees, to raise awareness and drive innovation in security and
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data privacy, and hosts regular “Tech Talks" that often focus on security and privacy topics. A prime
example is "Privacy Week," during which Google hosts events across our global offices to raise

awareness of all facets of privacy, from software development and data handling, to policy
enforcement.

Our dedicated security team

Google employs a dedicated team of full-time security and privacy professionals as part of our
software engineering and operations division. This team includes some of the world's foremost experts
in information, application and network security. Tasked with maintaining our defense systems,
developing security review processes, building security infrastructure and implementing the company'’s
security policies, the team actively scans for security threats using commercial and custom tools,
penetration tests, quality assurance {QA) measures and software security reviews.

Within Google, members of the information security team provide a range of critical services. They
review security plans for all networks, systems and services; provide project-specific consulting
services to Google’s product and engineering teams; monitor for suspicious activity on Google's
networks; address infoermation security threats; perform routine security evaluations and audits; and
engage outside experts to conduct regular security assessments. On top of that, Google specifically
built a full-time tearn, known as Project Zerg, that aims to prevent targeted attacks by reporting bugs to
software vendors and filing them in an external database. |

It doesn’t end there. The security team also takes part in research and outreach activities to protect the
wider community of Internet users, beyond just those who choose Google soiutions. In addition, the
security team publishes security research papers, which are made publicly available, as well as
organizes and participates in open-source projects and academic conferences.

Our privacy teams .

Google's Privacy teams are an integral part of Google product launches. Privacy has built a set of
automated monitoring tools to help ensure that services that process your personal information
operate as designed and in accordance with our data protection commitments. Design documentation
and code audits are also reviewed te ensure that privacy requirements are followed.

Cross-functional teams help release products that reflect strong privacy standards, including:
transparent collection of user data, and providing users and administrators with meaningful privacy
configuration options, while continuing to be good stewards of any information stored on our platform.
After products launch, Google's compliance and privacy programs oversee automated processes that
audit data traffic to verify appropriate data usage. Google also conducts research providing thought ;
leadership on privacy best practices for our emerging technologies. ,

Internal audit and compliance specialists

Data protection regulations place significant emphasis on enterprises knowing how their data is being
processed, who has access to data, and how security incidents will be managed. We have dedicated
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teams of engineers and compliance experts who support our customers in navigating their regulatory
compliance and risk management obligations. Our approach includes colfaborating with customers to
understand and address their specific regulatory needs. As new auditing standards are created, the
team determines what controls, processes and systems are needed to meset them, while facilitating and
supporting independent audits and assessments by third parties. Under certain circumstances we also
allow customers to conduct audits to validate Google's security and compliance controls.

Collaboration with the security research community

Google has long enjoyed a close refationship with the security research community, and we greatly
value their help identifying vuinerabilities in Google Workspace and other Google products. Our
Vulnerabiiity Reward Program was developed to honor ail the external contributions that help us keep
our users safe. The Program encourages researchers to report design and implementation issues that
affect the confidentiality or integrity of user data or puts customer data at risk. Rewards can reach tens
of thousands of dollars.

Due to our collaboration with the research community, in 2019 we paid out over $6.5 million in rewards,

doubling what we've ever paid in a single year. We publicly thanked these individuals and listed them as
contributors to our products and services.

Operational security

Security at Google isn't an afterthought or subject of occasional initiatives, it is an integral part of our
operations.

Vulnerability management

Google's vulnerability management process actively scans for security threats using a combination of
commercially available and purpose-built in-house tools, intensive automated and manual penetration
efforts, quality assurance processes, software security reviews, and external audits. Once a
vulnerability requiring remediation has been identified, the vulnerability team logs it, prioritizes it
according to severity, and assigns it to an owner. The team tracks each issue and follows up frequently
until they can verify that it has been remediated.

Google also maintains relationships and communicates frequently with members of the security
research community to track reported issues in Google services and open-source tools. More
information about reporting security issues can be found at Google Application Security.

Malware prevention

An effective malware attack can lead to account compromise, data theft, and possibly additional
access to a network. Google takes these threats to its networks and its customers very seriously and
uses a variety of methods to prevent, detect and eradicate malware.
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Malware sites or email attachments install malicious software on users' machines to steal private
information, perform identity theft, or attack other computers. When people visit these sites, software
that takes over their computer is downloaded without their knowledge. Google’s malware strategy
begins with infection prevention by using manual and automated scannersto scour Google's search
index for websites that may be vehicles for malware or phishing. in addition, one of our key protections
is our attachment malware scanner that processes more than 300 billion attachments each week to
block harmful content. 63% percent of the malicious documents we block differ from day to day. To
stay ahead of this constantly evolving threat, we recently added a new generation of document
scanners that rely on deep learning to improve our detection capabilities.

More than four billion devices are protected by Google's Safe Browsing technology every day. Every day

Safe Browsing discovers thousands of new unsafe sites, many of which are legitimate websites that

have been compromised. When we detect unsafe sites, we show warnings on Google Search and in ;
web browsers. '

In addition to our Safe Browsing solution, Google operates VirusTotal, an online service that analyzes
files and URLs enabling the identification of viruses, worms, trojans and other kinds of malicious
content detected by antivirus engines and website scanners. Its mission is to help in improving the
antivirus and security industry and make the Internet a safer place through the development of free
tools and services.

Google makes use of multiple antivirus engines in Gmail, Drive, servers and workstations to help
identify malware that may be missed by antivirus signatures.

Monitoring : ‘

Google’s security monitoring program is focused on information gathered from internal network traffic,
employee actions on systems, and outside knowledge of vulnerabilities. Internal traffic is inspected for :
suspicious behavior, such as the presence of traffic that might indicate botnet connections, at many
points across our global network, using a combination of open-source and commercial tools for traffic
capture and parsing.

We supplement this network analysis even further through a proprietary correlation system built on
Google technology, and by examining system logs to identify unusual behavior, like attempted access
of customer data. Google security engineers place standing search alerts on public data repositories to
look for security incidents that might affect the company’s infrastructure, and actively review inbound
security reports and monitor public mailing lists, blog posts, and wikis. Automated network analysis
helps determine potential unknown threats and escalates them to Google security staff, a process that
is supplemented by automated analysis of system logs.
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incident Management

Incident response is a key aspect of Google's overall security and privacy program. We have a rigorous
process for managing data incidents. This process specifies actions, escalations, mitigation, resolution,
and notification of any potential incidents impacting the confidentiality, integrity, or availability of
customer data.

Google's incident response program is managed by teams of expert incident responders across many
specialized functions to ensure each response is well-tailored to the challenges presented by each
incident.

Subject-matter experts from these teams are engaged in a variety of ways. For example, incident
commanders assess the nature of the incident and coordinate incident response, which includes
completing the triage assessment of the incident, adjusting its severity if required, and activating the
required incident response team with appropriate operational/technical leads who review the facts and
identify key areas that require investigation. As part of the resolution process, the digital forensics team
detects ongoing attacks and performs forensic investigations. Product engineers work to limit the
impact on customers and provide solutions to fix the affected product(s). The legal team works with
members of the appropriate security and privacy team to implement Google's strategy on evidence
collection, engages with law enforcement and government regulators, and advises on legal issues and
requirements. Support personnel manage notifications to customers and respond to customer inquiries
and requests for additional information and assistance.

Following the successful remediation and resolution of a data incident, the incident response team
evaluates the lessons learned from the incident. When the incident raises critical issues, the incident
commander may initiate a post-mortem analysis. During this process, the incident response team
reviews the cause(s) of the incident and Google’s response and identifies key areas for improvement. In
some cases, this may require discussions with different product, engineering, and operations teams
and product enhancement work. If follow-up work is required, the incident response team develops an
action plan to complete that work and assigns project managers to spearhead the long-term effort. The
incident is closed after the remediation efforts conclude.

Technology with security at its core

As an innovator in hardware, software, network and system management technologies, Google used
the principle “defense in depth” to create an IT infrastructure that is more secure and easier to manage
than more traditional technologies. We custom-designed our servers, proprietary operating system and
geographically distributed data centers to ensure that Google Workspace runs on a technology platform
that is conceived, designed and built to operate securely.
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State-of-the-art data centers

Google’s focus on security and protecting data is among eur primary desian criteria. Our data center
physical security features a layered security model, including safeguards like custom-designed
electronic access cards, alarms, vehicle access barriers, perimeter fencing, metal detectors, and
biometrics, in addition to data center floors that feature laser beam intrusion detection.

Our data centers are monitored 24/7 by high-resolution interior and exterior cameras that can detect
and track intruders, with access logs, activity records, and camera footage available in case an incident
occurs. Data centers are also routinely patrolled by experienced security guards who have undergone
rigorous background checks and training.

The closer you get to the data center floor, the tighter these security measures become. In fact, less
than one percent of Google employees will ever set foot in one of our data centers. Those that do have
specific roles have been pre-approved and access the floor in the only way possible: through a security
corridor that implements multi-factor access control using security badges and biometrics.

Powering our data centers

To keep things running 24/7 and ensure uninterrupted services, Google's data centers feature
redundant power systems and environmental controls. Cooling systems maintain a constant operating
temperature for servers and other hardware, reducing the risk of service outages. In case of an incident,
every critical component has a primary power source and an equally powerful alternate. Our diesel
engine backup generators can provide enough emergency electrical power to run each data center at
fuli capacity. Fire detection and suppression equipment - including heat, fire, and smoke detectors —-
triggers audible and visible alarms in the affected zone, at security operations consoles, and at remote
monitoring desks, helping to prevent hardware damage.

Environmental impact

Google cares deeply about minimizing the environmental impact of our data centers, to the point that
we design and build our own facilities using the latest “green” technology. We install smart temperature
controls, utilize “free-cooling” techniques like using outside air or reused water for cooling, and redesign
how power is distributed to reduce unnecessary energy loss. We constantly gauge how we're doing by
calculating the performance of each facility using comprehensive efficiency measurements.

We're proud to be the first major Internet services company to gain external certification of our high
environmental, workplace safety, and energy management standards throughout our data centers.
Specifically, we achieved voluntary 1SO 14007, OHSAS 18001 and ISO 50001 certifications, which are all
built around a very simple concept: Say what you're going to do, then do what you say—and then keep
improving.
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Custom server hardware and software

Google’s data centers house energy-efficient custom, purpose-built servers and network equipment that
we design and manufacture ourselves. Our production servers also run a custom-designed operating
system (0S) based on a stripped-down and hardened version of Linux. In other words, Google's servers
and their OS are designed for the sole purpose of providing Google services, which means that, unlike
much commercially available hardware, Google servers don't include unnecessary components such as
video cards, chipsets, or peripheral connectors, that can introduce vulnerahilities. Google server
resources are dynamically allocated, allowing for flexibility in growth and the ability to adapt quickly and
efficiently, adding or reallocating resources based on customer demand. This homogeneous
environment is maintained by proprietary software that continually monitors systems for binary
madifications. If 2 modification is found that differs from the standard Google image, the system is
automatically returned 1o its official state. These automated, self-healing mechanisms enable Google to
ronitor and remediate destabilizing events, receive notifications about incidents, and slow down
potential network compromises before they become critical issues.

Hardware tracking and disposal

Google uses barcodes and asset tags to meticulously track the location and status of all equipment
within our data centers from acquisition and installation, to retirement and destruction. We have also
implermented metal detectors and video surveillance to help make sure no equipment leaves the data
center floor without authorization. During its lifecycle in the data center, if a component fails to pass a
performance test at any point, it is removed from inventory and retired.

Each data center adheres to a strict disposal policy and any variances are immediately addressed.
When a hard drive is retired, authorized individuals verify that the disk is erased, writing zeros to the
drive and performing a multiple-siep verification process to ensure it contains no data. If the drive
cannot be erased for any reason, it is stored securely until it can be physically destroyed. This physical
destruction is a multistage process beginning with a crusher that deforms the drive, followed by a
shredder that breaks the drive into small pieces, which are then recycled at a secure facility.

A global network with unique security benefits

Google's [P data network consists of our own fiber, public fiber, and undersea cables, enabling us to
deliver highly available and low latency services across the globe.

With other cloud services and on-premises solutions, customer data must make several journeys
between devices, known as "hops,” across the public Internet. The number of hops depends on the
distance between the customer's ISP and the solution’s data center, and each additional hop introduces
a new opportunity for data to be attacked or intercepted. Because it's linked to most ISPs in the world,
Google’s global network can limit the number of hops across the public Internet, improving the security
of data in transit.

Defense in depth describes the multiple layers of defense that protect Google's network from external
attacks. It starts with industry-standard firewalls and access control lists {ACLs) to enforce network
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segregation, and all traffic being routed through custom Google Front End {GFE) servers to detect and
stop malicious requests and Distributed Denial of Service (DDoS) attacks. Additionally, GFE servers are
only allowed to communicate with a controlled list of servers internally, a "default deny” configuration
that prevents GFE servers from accessing uniniended resources. Finally, logs are routinely examined to
reveal any exploitation of programming errors, and access to networked devices is restricted to
authorized personnel. The bottom line? Only authorized services and protocols that meet our security
requirements are allowed to traverse our network, anything else is automatically dropped.

Encrypting data in transit and at rest

Encryption is an important piece of the Google Workspace security strategy, helping to protect your
emails, chats, video meetings, files, and other data. First, we encrypt certain data as described below
while it is stored "at rest” — stored on a disk {including solid-state drives) or backup media. Even if an
attacker or someone with physical access obtains the storage equipment containing your data, they
won't be able to read it because they don't have the necessary encryption keys. Second, we encrypt all
customer data while it is “in transit” — traveling over the Internet and across the Google network
between data centers. Should an attacker intercept such transmissions, they will only be able to capture
encrypted data. We'll take a detailed look at how we encrypt data stored at rest and data in transit
below.

Google has led the industry in using Transport Layer Security (TLS) for email routing, which allows
Google and non-Google servers to communicate in an encrypted manner. When you send emaif from
Google 1o a non-Google server that supports TLS, the traffic will be encrypted, preventing passive
eavesdropping. We believe increased adoption of TLS is so important for the industry that we report
TLS progress in our Email Encryption Transparency Report. We also improved email security in transit
by developing and supporting the MTA-STS standard allowing receiving domains to require transport
confidentiality and integrity protection for emails. Google Workspace customers also have the extra
ability to only permit email to be transmitted to specific domains and email addresses if those domains
and addresses are covered by TLS. This can be managed through the TLS compliance setting.

For further information on encryption, please see our Google Workspace Encryption whitepaper.

Low latency and highly available solution

Google designs all the components of our platform to be highly redundant, from our server design and
how we store data, o network and Internet connectivity, and even the software services themselves.
This “redundancy of everything” includes error handling by design and creates a solution that is not
dependent on a single server, data center, or network connection.

Google's data centers are geographically distributed to minimize the effects of regional disruptions
such as natural disasters and local outages. In the event of hardware, software, or network failure, data
is automatically shifted from one facility to another so that, in most cases, Google Workspace
customers can continue working without interruption. This also means custemers with global
workforces can collaborate on documents, video conferencing and more without additional
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configuration or expense, sharing a highly performant and low latency experience as they work together
on a single global network.

Google’s highly redundant infrastructure also helps protect our customers from data loss. For Google
Workspace, our recovery point objective (RPO) target is zero, and our recovery time objective (RTO)
design target is also zero. We aim to achieve these targets through live or synchronous replication:
actions you take in Google Workspace products are simultaneously replicated in two data centers at

once, so that if one data center fails, we transfer your data over to the other one that's also been
reflecting your actions.

To do this efficiently and securely, customer data is divided into digital pieces with random file names.
Neither the content nor the file names of these pieces are stored in readily human-readable format, and
stored customer data cannot be traced to a particutar customer or application just by inspecting it in
storage. Each piece is then replicated in near-real time over muitiple disks, multiple servers, and
multiple data centers to avoid a single point of failure. To further prepare for the worst, we conduct
disaster recovery drills that assume individual data centers—including our corporate
headquarters—won't be available for 30 days.

Service availability

Some of Google's services may not be available in some jurisdictions currently or temporarily. Google's
Transparency Repoit shows recent and ongoing disruptions of traffic to Geogle products. Our code
allows us to observe worldwide traffic patterns over time, enabling us to detect significant changes. We
also look into our graphs when we receive inquiries from journalists, activists, or other people on the
ground. We provide this data to help the public analyze and understand the availability of online
information

Supporting compliance requirements

Google is commitied to providing secure products and services that meet your compliance and
reporting needs. We share extensive information on best practices and provide easy access to our
compliance documentation. Google Cloud's industry-leading security, third-party audits and
certifications, documentation, and legal commitments help support your compliance. Our products
regularly undergo independent verification of their security, privacy, and compliance controls, achieving
certifications, attestations of compliance, or audit reports against standards around the world. As a
part of the independent verification process, third-party auditors examine our end-to-end security
practices, including data centers, infrastructure, and operations, at a regular cadence. We've also
created resource documents and mappings against frameworks and laws where formal certifications
or attestations may not be required or applied. Our Compliance resource center contains details on our
compliance documentation and resources.

We're constantly working to expand our compliance coverage. Google evaluates the available guidance
from leading standards and regulatory bodies and adjusts our security and privacy programs as the
compliance landscape changes. We carefully curate programs by region and industry to ensure
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customers are able to leverage our compliance resources to make informed decisions for their
business.

When you consider Google Workspace, our compliance offerings can help to confirm whether the
product suite meets your security and compliance needs.

Regulatory compliance

Qur customers operate across regulated industries, including finance, government, healthcare and
education. Google Cloud provides products and services in a way that enables our customers to be
compliant with numerous industry-specific requirements. More information is available here.

Independent third-party certifications and attestations

Our customers and regulators expect independent verification of security, privacy, and compliance
controls. Google undergoes several independent third-party audits on a regular basis to provide this
assurance. Some of the key international standards we are audited against are:

e [SQ/IEC 27001 (Information Security Management)
ISO/IEC 27017 (Cloud Security)
ISO/IEC 27018 (Cloud Privacy)

ISO/IEC 27701 (Privacy)
SOC 2 and S0C 3 reports

Google aiso participates in sector and country-specific frameworks, such as EedRAMP (US
government), BSI C5 (Germany), MTCS (Singapore), and many others. We also provide resource
documents and mappings for certain frameworks where formal certifications or attestations may not
be required or applied.

For a complete listing of our compliance offerings, please visit the compliance resource center.

Data usage

Qur philosophy

Google Workspace customers own their customer data, not Google. Custamer data that Google
Workspace organizations put into our systems is theirs, and we do not scan it for advertisements. We
offer our customers a detailed Data Processing Amendment that describes our commitment to
protecting customer data. Furthermore, if customers delete their data, we commit to deleting it from
our systems within 180 days. Finally, we provide tools that make it easy for customer administrators to
take their data with them if they choose to stop using our services, without penalty or additional cost
imposed by Google.
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No advertising in Google Workspace

There is no advertising in the Google Workspace Core Services, and we have no plans to change this in
the future. Google does not collect, scan or use data in Google Workspace Core Services for advertising
purposes. Customer administrators can restrict access to Non-Core Services from the Google
Workspace Admin console. Google indexes customer data to provide beneficial services, such as spam
filtering, virus detection, spellcheck and the ability to search for emails and files within an individual
account.

Limited data use

Google does not use any of your data for any purpose except to provide you with the relevant Google
Workspace service. For example, when customers use the Cloud Transliation API, Google will not make
the content of the text that you send available to the public, or share it with. anyone else, except as
necessary to provide the Cloud Translation APl service.

The same holds true when different Google Workspace services communicate with each other. For
instance, the Cloud Translation APl may also be used within Google Workspace properties such as
Docs, Sheets, and Apps Script. When a Workspace customer makes a transiation request in the above
Workspace properties, the Workspace property will send the source language, the target language, and
the text to be transiated to the Transl|ate servers. The Workspace end user’s credentials are not included
in the information sent. The response from Translate has the translated text, detected language of the
source text (if a source language is not supplied), and any error codes when an error takes place?.

None of the data sent to Translate is permanently stored by the Translate servers. Some of the data
described above, however, may be temporarily used for multiple days to enhance latency and reliability.
Furthermore, data submitted, stored, sent or received by customers or their end users in the
above-mentioned services is not used to train Google’s translation models.

Data access and restrictions

Administrative access

We've designed our systems to limit the number of employees that have access to customer data and
to actively monitor the activities of those employees. Google employees are only granted a limited set
of default permissions to access company resources. Access to internal support tools is controlled via
access control lists (ACLs). Google follows a formal process to grant or revoke employee access to
Google resources, and access is automatically removed for departing employees. Access authorization
is enforced at all relevant layers of the system. Approvals are managed by workflow tools and logged.
An employee's authorization settings are used to control access to all resources, including data and
systems for Google Workspace products. Access is monitored by our dedicated security teams as a

2 Note that this is only applicable to documents and spreadsheets that are not client-side encrypted. if a
document or a spreadsheet is client-side encrypted, then Transiate, like any service that requires
server-side access to plaintext, will not be available.
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check on the effectiveness of our controls. The security teams actively monitor access patterns and
investigate unusual events.

Furthermore, as part of Google's long-term commitment to transparency and user trust, we provide
Access Transparency?. This is a feature that enables customers to review logs of actions taken by
Google staff when accessing your specific customer data. For services integrated with Access
Transparency, Google uses a tool to validate that the business justification presented for access is
valid, and log the justification to Access Transparency Logs.

For further information, please refer to the Trusting vou data with Google Workspace whitepaper.

Third-party suppliers

Google directly conducts virtually all data processing activities to provide our services. However,
Google may engage some_third-party suppliers to provide services related to Google Workspace,
including customer and technical support. Prior to onboarding third-party suppliers, Google conducts
an assessment of the security and privacy practices of third-party suppliers to ensure they provide a
level of security and privacy appropriate to their access to data and the scope of the services they are
engaged to provide. Once Google has assessed the risks presented by the third-party supplier, the
supplier is required to enter into appropriate security, confidentiality, and privacy contract terms.

Empowering users and administrators to improve
security and compliance

Google builds security into its structure, technology, operations and approach to customer data. OQur
robust security infrastructure and systems become the default for each and every Google Workspace
customer. Beyond these levels, users are actively empowered to enhance and customize their individual
security settings to meet their business needs through dashboards and account security wizards.

Google Workspace also offers administrators full control to configure infrastructure, applications, and
system integrations in a single dashboard via our Admin Console — regardless of the size of the
organization — simplifying administration and configuration. Consider the deployment of DKIM (a
phishing prevention feature) in an on-premise email system. Traditionally, administrators would need to
patch and configure every server separately, with any misconfiguration causing a service outage. Using
our Admin Console, however, DKIM can be configured in minutes across thousands, or hundreds of
thousands, of accounts with peace of mind and no outage or maintenance window required.

That's just one example. Administrators have many powerful tools at their disposal, inciuding
authentication features like 2-step verification and single sign-on, and email security policies like secure

3 Access Transparency is only available with Google Workspace Enterprise and Google Workspace Enterprise for
Education.
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transport (TLS) enforcement, which can be configured to meet the security and system integration
requirements of any organization.

Access and Authentication

2-step verification and security keys

Customers can strengthen account security by using 2-step verification and security keys.* These can
help mitigate risks such as the misconfiguration of employee access conirols or attackers taking

advantage of compromised accounts.® With the Advanced Protection Program for enterprise, we can
enforce a curated set of strong account security policies for enrolled users. These include requiring
security keys, blocking access to untrusted apps, and enhanced scanning for email threats.

Single sign-on (SAML 2.0)

Google Workspace offers customers a gingle sign-on {SSQ) service that lets users access multiple
services using the same sign-in page and authentication credentials. it is based on SAML 2.0, an XML
standard that allows secure web domains o exchange user authentication and authorization data, For
additional security, SSO accepts public keys and certificates generated with either the RSA or DSA
algorithm. Customer organizations can use the SSO service to integrate single sign-on for Google
Workspace into their LDAP or other SSO system.

OAuth 2.0 and OpeniD Connect

Google Workspace supports QAuth 2.0 and QpeniD Connect, an open protocol for authentication and
authorization that allows customers to configure one single sign-on service (SS0} for muitiple cloud
solutions. Users can log on to third-party applications through Google Workspace—and vice
versa—without re-entering their credentials or sharing sensitive password information.

Information Rights Management (IRM)

Most organizations also have internal policies which dictate the handling of sensitive data. To help
Google Workspace administrators maintain control over sensitive data, we offer information rights
management in Google Drive. Administrators and users can use the access permissions in Google
Drive to protect sensitive content by preventing the re-sharing, downloading, printing or copying of the
file or changing of the permissions.

Restricted email delivery

By default, users with Gmail accounts at your domain can send maif to and receive mail from any email
address. In some cases, administrators may want to restrict the email addresses users can exchange
miail with. For example, a school might want to allow its students to exchange mail with the faculty and
other students, but not with people outside the school.

4 Further information about deploying 2-step verification can be found gn our support page,
5 See security best practices guidance on our sgcurity checklists page.
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Using the restrict delivery setting allows administrators to specify the addresses and domains where
users can send or receive email messages. When administrators add a restricted delivery setting, users
can only communicate with authorized parties. Users who attempt to send mail to a domain not listed
will see a message that specifies the policy prohibiting mail to that address, and confirms that the mail
is unsent. Likewise, users receive only authenticated messages from listed domains. Messages sent
from unlisted domains—or messages from listed domains that can't be verified using DKM or SPF
records—are returned to the sender with a message about the policy.

App access based on user context

To facilitate easier user access, while at the same time protecting the security of data, Google has
developed context-aware access.® This provides granular controls for Google Workspace apps, based
on a user’s identity and context of the request (such as device security status or I[P address). Based on
the BeyondCorp security model developed by Google, users can access web applications and
infrastructure resources from virtually any device, anywhere, without utilising remote-access VPN
gateways while administrators can establish controls over the device. You can also stili set access
policies, such as 2-Step Veriftcation, for all members of an organizational unit or group.

Asset Protection

Email spam, phishing and malware protection

Gmail protects your incoming mail against spam, phishing attempts, and malware. Our existing
machine learning models are highly effective at doing this, and in conjunction with our other
protections, they help block more than 99.9% of threats from reaching Gmail inboxes. One of our key
protections is our malware scanner that processes more than 300 billion attachments each week to
block harmful content’. 63% percent of the malicious documents we block differ from day to day®. In
addition, Gmail can scan or run attachments in a virtual environment called Segurity Sandbox.
Attachments identified as threats can be placed in users' Spam folders or guarantined. 1

We're continuing to improve spam detection accuracy with early phishing detection, a dedicated
machine learning model that selectively delays messages (less than 0.05 percent of messages on
average) to perform rigorous phishing analysis and further protect user data from compromise.

Our detection models integrate with Google Safe Browsing machine learning technologies for finding
and flagging suspicious URLs. These new models combine a variety of techniques, such as reputation
and similarity analysis on URLs, allowing us to generate new URL glick-fim rnings for phishing and
malware links. As we find new patterns, our models get better with time, and adapt more quickly than
manual systems ever could.

® [ntegrated with Cloud [dentity. Using context-aware access capabilities to protect access to Google Workspace |
apps requires a Cloud Identity Premium or Google Workspace Enterprise license. I
7 As of February 2020.
8 As of February 2020.
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Email spoofing prevention

Spammers can sometimes forge the “From” address on an email message so that it appears to come
from a reputable organization’s domain. To help prevent this email spoofing, Google participates in the
DMARC program, which lets domain owners tell email providers how to handle unauthenticated
messages from their domain. Google Workspace customers can implement DMARC by creating a
DMARC record within their admin settings and implementing an SPF record and DKIM keys on all
outbound mail streams.

Warnings for employees to prevent data loss

When employees are empowered to make the right decisions to protect data, it can improve an
enterprise’s security posture. To help with this, Gmail displays unintended external reply warnings to
users to help prevent data loss. If you try to respond to someone outside of your company domain,
you'll receive a quick warning to make sure you intended to send that email. And because Gmail has
contextual intelligence, it knows if the recipient is an existing contact or someone you interact with
regularly, to avoid displaying warnings unnecessarily.

Hosted S/MIME to provide enhanced security

With Google’s hosted S/MIME solution, once an incoming encrypted email with S/MIME is received, it is
stored using Goodle's encryption. This means that all normal processing of the email can happen,
including extensive protections for spam, phishing and malware, as well as admin services (such as
vault retention, auditing and email routing rules) and high-value end user features such as mail
categorization, advanced search and Smart Reply. For the vast majority of emails, this is the safest
solution, giving the benefit of strong authentication and encryption in transit without losing the safety
and features of Google's processing.

Gmail confidential mode

Gmail users can help protect sensitive information from unauthorized access using Gmail confidential
mode. Recipients of messages in confidential mode don't have the option to forward, copy, print, or
download messages, inciuding attachments. Users can set a message expiration date, revoke message
access at any time, and require an SMS verification code to access messages.

Configuring Google Workspace security settings
Security and alert management

With multiple security and privacy controls in place, organizations need a centralized location where
they can prevent, detect, and remediate threats. The Google Workspace security center® provides
advanced security information and analytics, and added visibility and control into security issues

? Included with Google Workspace Enterprise edition and Google Workspace Enterprise for Education
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affecting your domain.™ It brings together security analytics, actionable insights and best practice
recommendations from Google to empower you to protect your organization, data and users.

As an administrator, you can use the security dashboard to see an overview of different security center
reports. The security health page provides visibility into your Admin console settings to help you better
understand and manage security risks. Furthermore, you can use the security investigation tool to
identify, triage, and take action on security and privacy issues in your domain. Administrators can
automate actions in the investigation tool by creating activity rules to detect and remediate such issues
more quickly and efficiently. For example, you can setup a rule to send email notifications to certain
administrators if Drive documents are shared outside the company.

The alert center for Google Workspace provides all Google Workspace customers with alerts and
actionable security insights about activity in your domain to help protect your organization from the
latest security threats, including phishing, malware, suspicious account, and suspicious device activity.
You can also use the alert center AP to export alerts into your existing ticketing or SIEM platforms.

Video meetings safety

Google Meet takes advantage of the same secure-by-design infrastructure, built-in protection, and
global network that Google uses to secure your information and safeguard your privacy. Our array of
default-on anti-abuse measures that include anti-hijacking measures for both web meetings and
telephony dial-ins, keep your meetings safe.

For users on Chrome, Firefox, Safari and new Edge we don't require or ask for any plugins or software to
be installed, Meet works entirely in the browser. This limits the attack surface for Meet and the need to
push out frequent security patches on end-user machines. On mobile, we recommend that you install
the Google Meet app from Apple App Store or the Google Play Store.

We support multiple 2 Step Verification (2SV) options for Meet that are both secure and convenient -
hardware and phone-based security keys, as well as Google prompt. Meet users can enroll their
account in Google's Advanced Protection Program (APP). APP provides our strongest protections
available against phishing and account hijacking and is specifically designed for the highest-risk
accounts, and we've yet to see people successfully phished if they participate in APP, even if they are
repeatedly targeted. For more information, check out this page.

Endpoint management

The protection of information on mobile and desktop devices can be a key concern for customers.
Google Workspace customers can use endpoint management'' to help protect corporate data on users’
personal devices and on an organization's company-owned devices. By enrolling the devices for

10 You must be an administrator with a Google Workspace Enterprise, Google Workspace for Education Plus,
Drive Enterprise, or Cloud Identity Premium Edition license to access the security center. With Drive Enterprise or
Cloud ldentity Premium Edition, you receive a subset of security center reports on the security dashboard.

" Included as standard with Google Waorkspace.
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management, users get secure access to Google Workspace services and organizations can set
policies to keep devices and data safe through device encryption and screen lock or password
enforcement. Furthermore, if a device is lost or stolen, corporate accounts can be remotely wiped from
mobile devices and users can be remotely signed out from desktop devices. IT admins can also
manage and configure Windows 10 devices through the Admin console, and users can use existing
Google Workspace account credentials to login to Windows 10 devices and access apps and services
with single sign-on (SS0). Reports enable customers to monitor policy compliance and get information
about users and devices. You can obtain further information on endpoint management here.

Reporting analytics

Google Workspace audit logs

Enterprises storing data in the Cloud seek visibility into data access and account activity. Google
Workspace audit logs help security teams maintain audit trails in Google Workspace and view detailed
information about Admin activity, data access, and system events. Google Workspace admins can use
the Admin Console to access these logs and can customize and export logs as required.

Security reports

Google Workspace administrators have access to security reports that provide vital information on their
organization's exposure to data compromise. They can quickly discover which particular users pose
security risks by not taking advantage of 2-step verification, installing external apps, or sharing
documents indiscriminately. Administrators can also choose to receive alerts when suspicious login
activity occurs, indicating a possible security threat.

insights using BigQuery

Google Workspace admins can export audit logs and other information to BigQuery. With BigQuery,
Google's enterprise data warehouse for large-scale data analytics, customers can analyze Google
Workspace logs using sophisticated, high-performing custom queries, and leverage third-party tools for
deeper analysis.

Data Recovery

Restore a recently deleted user

An administrator can restore a deleted user account for up to twenty days after the date of deletion.
After twenty days, the Admin conscle permanently deletes the user account, and it can't be restored,
even if you contact Google technical support. Please note that only customer administrators can delete
accounts.

Restore a user’s Drive or Gmail data

An administrator can restore a user's Drive or Gmail data for up to 25 days after the data is removed
from the user’s trash, subject to any retention policies set in Vauit. After 25 days, the data cannot be
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restored, even if you contact technical support. Google will delete all customer-deleted data from its
systems as soon as reasonably practicable and within a maximum period of 180 days.

Retention and eDiscovery

An administrator can turn on Google Vault to retain, hold, search, and export data in support of your
organization’s retention and eDiscovery needs. Vault supports such data as Gmail messages, files in
Google Drive, and recordings in Google Meet, among others.

Data Residency

As an administrator, you can choose to store your covered data in a specific geographic location (the
United States or Europe) by using a data region policy. Data region policies cover the primary
data-at-rest (including backups) for these Google Workspace Core Services. Covered data includes
Drive file content, Gocgle Chat messages and attachments, Gmail mail subjects and messages, as well
as other Core Services data.

Conclusion

The protection of your data is a primary design consideration for all of Google's infrastructure, products
and personnel operations. We believe that Google can offer a level of protection that very few public
cloud providers or private enterprise IT teams can match.

Goodgle designed Google Workspace to meet stringent privacy and security standards based on industry
best practices. Google has strong contractual commitments regarding data ownership, data use,
security, transparency, and accountability. These commitments ensure you maintain control over your
data and how it is processed, including the assurance that your data is not used for advertising or any
purpose other than to deliver Google Cloud services. In addition, we give you the tools you need 1o help
meet your compliance and reporting requirements.

Furthermore, because protecting data is core to Google Workspace, we can make extensive
investments in security, resources and expertise at a scale that others cannot. Our investment frees you
to focus on your business and innovation. Google's operations and collaboration with the security
research community also enable us to address vulnerabilities quickly or prevent them entirely.

For these reasons and more, over six million organizations across the globe trust Google with their
most vajuable asset; their information. Google will continue to invest in Google Workspace to allow you
to benefit from our services in a secure and transparent manner.
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This is to certify that ePLOT, Inc (and its affiliates, if any) is a Google Cloud Partner with the current status as
described below and in the Partner Directory for Google Cloud Partner Advantage:

Partner Level:
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Engagement .
Product Model Partner Advantage Region
« ANZ - Australia & New Zealand,
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* Other Asia Pacific
Google Cloud Platform Sell « Other Asia Pacific
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* Google Cloud Productivity,

» Productivity & Collaboration - Work Transformation
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ALVIN M. AGATO

Block 2, Lot 8, Don Fernando Home, Niugan, Malabon City
09992264757
alvinagatol4@gmail.com

Working Experience and Job Description

ePLDT Inc. IP Converge Data Services Inc.

Functional Consultant Functional Consultant

Makati City Makati City

July - 2021 - Present October 17, 2017 - June 30, 2021
e Technical Lead for the Google Workspace project ¢ Technical Lead for the Google Workspace project
e Project Manager for Google and Salesforce projects e  Project Manager for Google and Salesforce projects
®  Managing Google renewal, additionals on existing *  Managing Google renewal, additionals on existing

Solutions Experts and Enablers Inc.
Email Administrator, Technical Support
80-82 Ramcar Center, Roces Avenue, Diliman, Quezon City
October 10, 2014 - August 2017
» Super administrator of G Suite admin console of internal and external client

e G Suite technical support {gmail, drive, docs, admin console, sites, forms)
# Deployment of G Suite, Zendesk and other G Suite services
& Managed account of users
s Creation of Google Sites
e POP/IMAP for mail client configuration Outlook, Thunderbird
»  Weekly, Monthly and Quarterly reporting
e Email licenses management
& Zendesk ticketing system Administrator
o Zendesk trainer
¢ Managed onsite support
Personal Data
Age: 33
Birthday: May 14, 1989
Birthplace: Malabon City
Citizenship: Filipino
Religion: Catholic
Height: 5'10
Weight: 180 Ibs.
Technical Proficiencies
¢ Google Workspace
s Google Workspace deployment
» Zendesk depioyment
o Computer assembling and maintenance
e Troubleshooting hardware and software problems.
e Installation of hardware tools like servers, printers, networking and telecommunications devices




& [nstallation and configuration of router, switch
& Operating system platforms:Windows XP, 7, 8, 10, Server 2008, Server 2012 and Ma
e Zendesk administration

Educational Background

Tertiary City of Malabon University
Bachelor of Science in Information Technology
2005- October 2009

Trainings Attended
Google Apps: Advanced Deployment (Apps 300)

Aim Conference Center, Benavidez Corner, Trasierra Street, Legazpi Village, Makati City
March 16 - 18, 2015

Google Apps Certified Administrator
Ramtech Building, Marathon Street, Diliman, Quezon City
May 19, 2015

Computer Hardware Servicing NC ||
Xavier Technical Training Center, 524-E Epifanio Delos Santos Avenue, Caloocan City
January 29, 2012 - May 13, 2012

Effective Project Management Program

Learning Management, One Food Group Management Services Inc.
Ramtech Building, Marathon Street, Diliman, Quezon City

March 14 - 16, 2017

Systematic Managerial Analysis

Learning Management, One Food Group Management Services Inc.
80-82 Ramcar Center, Roces Avenue, Diliman, Quezon City

March 16-18, 2016

Effective Presentation Skills

Learning Management, One Food Group Management Services Inc.
Ramtech Building, Marathon Street, Diliman, Quezon City

October 21-22, 2015
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MARLO MALOBO

#1441-C Craig Street, Sampaloc Manila
09209665486
mdmalobo@epldt.com

Working Experience and Job Description

ePLDT Inc.

Technical Consultant

Makati City

July - 2021 - Present

» Technical Consultant Lead for Google

¢ Developing solutions and organizing, planning,
creating, & delivering compelling proof of concept
demonstration.

® Ensuring solutions stated in the Statement of Wark
are best practices and in line with cllent
requirements.

# Managing the sales bid process by responding to
RFI's and RFP's.

* Working closely with Sales and ESS to ensure
successfui closure of the sales process.

Solutions Experts and Enablers Inc.

Lead Google Deployment Manager, Technical
Architect Il

80-82 Ramcar Center, Roces Avenue, Diliman, Quezon
City

October 10, 2010 - September 2016

» Deployment manager of Google Apps, Google Apps
for Work, Google for Education, and G Suite.

* Conduct Deployment Strategy Workshop for the
Pre Sales Stages

» Conduct Deployment Planning Workshop for the
Deployment Stages

» Provide Technical design and Technical
documentation for customer Email architecture

® Provide Administration and End user training for
customer

® Provide custom development for Business
Transformation project

Project Conducted

Google Apps for Work
Globe Telecom
Deployment Manager
2013 - 2014

17,000 licenses

2012-2013
7,000 licenses

Google Apps for Wark
Aboitiz Group of Companies
Deployment Manager

IP Converge Data Services Inc.

Cloud 5aas Pre Sales Lead

Makati City

October 2016 - June 30, 2021

® Proactively scopes the technical solution required
to address customer requirements, assesses
customers met and unmet needs, and
recommends solutions that optimize value for both
the customer and the firm.

* Secures input from all necessary solution
stakeholders within the customer firm. Adapts
solutions, as necessary, ta ensure appropriate
support.

» Coordinates closely with internal sales, sales
support, and service resources to align solution
design with custorners’ business requirements.

& Secures from customer technical staff
commitments needed to ensure a deal’s "technical
close.”

* Provides coaching and professional development
to team member sales associates in order to
enhance their product knowladge, technical
acumen, and technical sales skills.

* Opportunistically pursues additional business
development opportunitias within customer firms.
Collzborates with sales to ensure these
opportunities are effectively covered and
advanced.

« Monitors customer support for technical selutions
proposed throughout the sales process, and alerts
the sales and account teams to potential risks of
deal closure.

G Suite Deployment

Peployment Manager
2014 -2015
5,000 licenses

First Philippine Holding Corporation



Technical Proficiencies
# Google Workspace Deployment
e Google apps script development
» Google AP Integration
s Chrome devices deployment
* Maps development
s Google Maps APl Integration

Trainings and Certification Attended

» Google Apps: Advanced Deployment (Apps 100} - 2012

Singapore

» Google Apps: Advanced Deployment (Apps 300} - 2013
Thailand

s Google Apps: Advanced Deployment (Apps 400j - 2014
Thailand

e Google Apps Certified Administrator
2014 to Present
s Google Apps Certified Deployment
2015 - 2016
s Certified Professional Collaboration Engineer
2019 to Present
e Certified Google Educator Level 1
2022 to Present
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Ronnelrads C. Robillos
#Avida Towers Cloverleaf Balingasa Quezon City

ronnelrads@gmail.com
+63 9065780288

Career Objective:
To obtain a position in this company that will allow me to utilize my skills in ICT, project
management and carry out the best of my abilities in this job.

Summary of Qualification:

Solution-driven engineer providing technical support to improve operational efficiencies and
performance. Unique analytical problem-solving ability. Solid knowledge of computer and
network architecture, Microsoit Operating System, Google Workspace, Salesforce solutions
etc., excellent team member and conflict resolution with IT project management sKills.

Work Experiences:

Solution Architect (Google and Salesforce)
{January 2021 — present)
ePLDT Inc. —Makati Ave Makati

Solution Consultant{SaaS)

(October 2017 — January 2021)

IP Converge Data Services Inc - RCBC Makati

-Support the sales team for engaging the prospect to understand the areas of
problem, define scope in line to the tactical & strategic needs.

-Leading requirement gathering workshops and evaluating the most
appropriate and effective technical solutions

-provides consuitative role for Google Workspace,

Salesforce CRM and HRIS applications customers.

Cloud Solution Specialist -Project and Visio for Office365

(August 2016- present)

Microsoft Philippines- 6750 Tower Ayala Avenue Makati City

-Own and drive new revenue growth for Microsoft Project and Portfolio Management solution
within assigned accounts by setting and achieving monthly sales forecasts.

-provides solution demo and presentation

-providing customers with insights and solutions leveraging the Microsoft PPM Solution
-vendor and partner management

Verizon APAC Pre-Sales Engineer

(May 2012-August 2016)

Accenture — Global One Bldg. Eastwood City, Libis, Quezon City
-Designs CPE configuration and Bill of Materials {cisco efc)

-Develops and provides customer premises equipment (CPE) quotations



-Vendor and disfributor engagement

-Contacts and negotiates vendors across APAC region

-Creates and develops circuit design

-Assist and participates developing RFP and Professional Services

-Work direcily with the account team to provide the best sales strategy.

-Order management background

-solid knowledge on quoting tools (Seibel, Salesforce, Dynamics 365, Cisco build and
price, CCW,CSCC)

ADSL / Homephone Helpdesk Engineer
(November 2010-May 2012)
TPG Telco, Orchid Cybertech Services Inc.- 215 F Robinsons Equitable Tower Ortigas Center,
Pasig City
-provides solutions to ADSL internet problems
-configurations of modem/routers/computers
-performs Line testing for both DSL and PSTN connections.

Technology Sales Intern
{June-October 2010)
IBM Philippines, Inc. —IBM Plaza Bldg. Eastwood City Libis, Quezon

Educational Background:

BS Computer Engineering
Institute of Creative Computer Technology Foundation (2007-2010)
Saint Louis University, Baguio City (2005-2007)

Certifications:

Google Cloud Certified Workspace Administrator
Salesforce Admin Certified :
Salesforce Certified Service Cloud Consultant

Cisco Networking Academy Module (Cisco Courses 1-4)
Cisco Certified Network Associate(CCNA)

ITILv3

Personal Details:

33 yrs. cld, Married
Date of Birth: February 11, 1989
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Marie Antoinette Samonte

4 years experience of supporting the Sales team as a Solutions Engineer.
4 vears in Service Delivery as a Technical Consultant . 13 years
experience working as a Systems Administrator for systems running on
Linux.

EXPERIENCE

ePLDT, Inc. Philippines

Enterprise Architect for Business Applications and Enterprise
Integration

july 1, 2021 - Present

Responsible for creating Reference Architecture (Design Artifacts) as
well as conceptualization of Products and Services for the Sales team.
Facilitate discovery workshop that eventuaily leads to Digital
Transformation Roadmap proposals to customers and Opportunity
Governance for complex requirements.

IP Converge Data Services, Inc. Philippines
Head of Presales

Novernber 2016 - June 2021

As a Presales manager, I work closely across various verticals such as

product development, sales and marketing, and customer velations. 1
provide guidance for my team to follow best practices on providing
discovery, solutions design and proposal creation for our customers. |
also manage the tearn’s training and development.

KFC Philippines, Philippines

Solutions Experts and Enablers Inc.

Technical Consultant, Senior Technical Architect, Systems
Administrator

December 2009 - Mavember 2016

Technical Consultant for Google Apps Deployment -Provide email
migration services from their legacy system such as Postfix, Omail and

MS Exchange to Google Workspace, (formerly known as G Suite)
Conducts end-user and admin training.

Senior Technical Architect and Systems Administracor

Project roll-outs, migration of mail Server from on-premise to Google
Workspace, migration of on-premise services like DNS Sexver, Proxy
Squid, OpenVPN Gateway, Apache Web Server, MySOL Database, Intranet
Portal to Amazon Web Services. Configure Nagios and QracleVi.
Creation of Bash Scripts to Automate Tasks, Maintenance of VOIP
Asterisk Server (Dial-plan, TVR)

Details:

M: +639408808236

Emgil: mvsamonte@epldt.com
Office Address: 5F L.V. Locsin Bldg.
6752 Makati Ave., Legaspi Village,
Makati, Metro Magila, Philippines
ZipCode: 1228

Technical Summary:

- Cent0Ss

- MySQL

- Apache, Apache Tomcat,
OpenVPN, Squid, Bind DNS

- 88H, Telnet, FTP

- BASH Script, HTML

- Microsoft Word, Excel,
Powerpoint and Visio

- Amazon Web Services such as
EC2 and Google Cloud Cornpute
Engines.

- Product Presentation

Certification

License Electronics and
Communications Engineer Batch:
(November 1998}

Salesforce Certified Administrator
(2020)

Google Cloud Certified -
Prafessional Google Workspace
Administrator (July 2022)
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American International Marketing Solutions, Inc.,
Philippines

Senior Systems Administrator

May 2005 - Decemnber 2009

Setup and maintain VOIP Asterisk Server Dial-plan, IVR, SIP Trunks and
Quintum VOIP Gateways. Data and server application migration.
Database Cleanup, Maintenance of Windows and Linux Machines
VMware Administration Supervision of Technical Support Team
assisting Call Center Agents. Cisco 2900 configuration as Internet
Gateway using NAT.

Edsamail Philippines, Inc.

Philippines

Network Specialist

April 2002 - May 2005

Setup, installation and maintenance of Linux Servers, Mail Servers, DNS
and Apache Servers, Proxy Squid, MySQL, Redesigned Tutermal Network
using iBGP. Worked as a Cisco Administrator. Setup Open-Source
Ticketing System for Technical Support Team {(WebRT).

Interdotnet Philippines

Philippines

Corporate Support Engineer

june 2000 - April 2002

Setup, installation Linux Servers with Proxy Squid, Apache, BIND DNS
for Corporate Customers. Internal Projects includes Setting up of
Open-Source Ticketing Systemn for Technical Support Team (WebRT).

Education

University: Central Colleges of the
Philippines, Quezon City

Degree: BS Electronics and
Communications Engineer

Year: 1993 - 1998

Unirersity: Pelytechnic University
of the Philippines

Diploma Course: Post
Bagcalaureate Diploma in
Infermation Technology

Year: 2011 ~ 2012

Awards and Volunteer
Experience

MVP Geek Olympics, 2018 -
Team Chronos ~ 2nd runner-up

Salesforce Philippines Community
Group - Core Member {2015 -
2020)

Salesforce Philippines Community
Group - Women In Tech - Core
Leader (2019 - 2020)

Language Spoken:
- English
- Filipino




paLE
=3

DOOOML Gl uoned
R IATI PP O A B
L) SAIVE R S $EOT M C 2184 UORRNGHT
LILINY Sewoy |

CEOT M L &eQens

JOLVHLISININGY FOVdSHEOM F1D0000 TYNOISS340dd

(3314114930 aNG10 37190GH

e se paziubooas aq o1 stuswainbal ay) Jje palidwos Ajinjssaoons sey

91UoWEeS 9119UI01UY SIIBIA

12U} safipajmounae sigl

pno|D) 3605



Section 1V. General Conditions of Contract

Notes on the General Conditions of Contract

The General Conditions of Contract (GCC) in this Section, read in conjunction with the
Special Conditions of Contract in Section V and other documents listed therein, should be a
complete document expressing all the rights and obligations of the parties.

Matters governing performance of the Supplier, payments under the contract, or matters
affecting the risks, rights, and obligations of the parties under the contract are included in
the GCC and Special Conditions of Contract.

Any complementary information, which may be needed, shall be introduced only through
the Special Conditions of Contract.

19
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Scope of Contract

This Contract shall include all such items, although not specifically mentioned, that can
be reasonably inferred as being required for its completion as if such items were
expressly mentioned herein. All the provisions of RA No. 9184 and its 2016 revised
IRR, including the Generic Procurement Manual, and associated issuances, constitute
the primary source for the terms and conditions of the Contract, and thus, applicable in
contract implementation. Herein clauses shall serve as the secondary source for the
terms and conditions of the Contract.

This is without prejudice to Sections 74.1 and 74.2 of the 2016 revised IRR of RA No.
9184 allowing the GPPB to amend the IRR, which shall be applied to all procurement
activities, the advertisement, posting, or invitation of which were issued after the
effectivity of the said amendment.

Additional requirements for the coﬁpletion of this Contract shall be provided in the
Special Conditions of Contract (SCC).

Advance Payment and Terms of Payment

2.1.  Advance payment of the contract amount is provided under Annex “D” of the
revised 2016 IRR of RA No. 9184.

2.2.  The Procuring Entity is allowed to determine the terms of payment on the partial
or staggered delivery of the Goods procured, provided such partial payment
shall correspond to the value of the goods delivered and accepted in accordance
with prevailing accounting and auditing rules and regulations. The terms of
payment are indicated in the SCC.

Performance Security

Within ten (10) calendar days from receipt of the Notice of Award by the Bidder from
the Procuring Entity but in no case later than prior to the signing of the Contract by both
parties, the successful Bidder shall furnish the performance security in any of the forms
prescribed in Section 39 of the 2016 revised IRR of RA No. 9184

Inspection and Tests

The Procuring Entity or its representative shall have the right to inspect and/or to test
the Goods to confirm their conformity to the Project specifications at no extra cost to
the Procuring Entity in accordance with the Generic Procurement Manual. In addition
to tests in the SCC, Section IV (Technical Specifications) shall specify what
inspections and/or tests the Procuring Entity requires, and where they are to be
conducted. The Procuring Entity shall notify the Supplier in writing, in a timely
manner, of the identity of any representatives retained for these purposes.

All reasonable facilities and assistance for the inspection and testing of Goods,

including access to drawings and production data, shall be provided by the Supplier to
the authorized inspectors at no charge to the Procuring Entity.
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Warranty

6.1.  In order to assure that manufacturing defects shall be corrected by the Supplier,
a warranty shall be required from the Supplier as provided under Section 62.1
of the 2016 revised IRR of RA No. 9184.

6.2.  The Procuring Entity shall promptly notify the Supplier in writing of any claims
arising under this warranty. Upon receipt of such notice, the Supplier shall,

repair or replace the defective Goods or parts thereof without cost to the
Procuring Entity, pursuant to the Generic Procurement Manual.

Liability of the Supplier

The Supplier’s liability under this Contract shall be as provided by the laws of the
Republic of the Philippines.

If the Supplier is a joint venture, all partners to the joint venture shall be jointly and
severally liable to the Procuring Entity.
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Section V. Special Conditions of Contract

Notes on the Special Conditions of Contract

Similar to the BDS, the clauses in this Section are intended to assist the Procuring Entity in
providing contract-specific information in relation to corresponding clauses in the GCC
found in Section IV.

The Special Conditions of Contract (SCC) complement the GCC, specitying contractual
requirements linked to the special circumstances of the Procuring Entity, the Procuring
Entity’s country, the sector, and the Goods purchased. In preparing this Section, the
following aspects should be checked:

a. Information that complements provisions of the GCC must be incorporated.

b. Amendments and/or supplements to provisions of the GCC as necessitated by the
circumstances of the specific purchase, must also be incorporated.

However, no special condition which defeats or negates the general intent and purpose of
the provisions of the GCC should be incorporated herein.
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Special Conditions of Contract

GCC
Clause

[List here any additional requirements for the completion of this Contract. The
following requirements and the corresponding provisions may be deleted,
amended, or retained depending on its applicability to this Contract:]

Delivery and Documents —

For purposes of the Contract, “EXW,” “FOB,” “FCA,” “CIF,” “CIP,” “DDP”
and other trade terms used to describe the obligations of the parties shall have
the meanings assigned to them by the current edition of INCOTERMS
published by the International Chamber of Commerce, Paris. The Delivery
terms of this Contract shall be as follows:

[For Goods supplied from abroad, state:] “The delivery terms applicable to the
Contract are DDP delivered [indicate place of destination]. In accordance with
INCOTERMS.”

[For Goods supplied from within the Philippines, state:] “The delivery terms
applicable to this Contract are delivered [indicate place of destination]. Risk
and title will pass from the Supplier to the Procuring Entity upon receipt and
final acceptance of the Goods at their final destination.”

Delivery of the Goods shall be made by the Supplier in accordance with the
terms specified in Section VI (Schedule of Requirements).

For purposes of this Clause the Procuring Entity’s Representative at the Project
Site is findicate name(s)].

Incidental Services —

The Supplier is required to provide all of the following services, including
additional services, if any, specified in Section VI. Schedule of Requirements:

Select appropriate requirements and delete the rest.

a.  performance or supervision of on-site assembly and/or start-up of
the supplied Goods;

b.  furnishing of tools required for assembly and/or maintenance of the
supplied Goods;

¢.  furnishing of a detailed operations and maintenance manual for each
appropriate unit of the supplied Goods;
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d. performance or supervision or maintenance and/or repair of the
supplied Goods, for a period of time agreed by the parties, provided
that this service shall not relieve the Supplier of any warranty
obligations under this Contract; and

e.  training of the Procuring Entity’s personnel, at the Supplier’s plant
and/or on-site, in assembly, start-up, operation, maintenance, and/or
repair of the supplied Goods.

The Contract price for the Goods shall include the prices charged by the
Supplier for incidental services and shall not exceed the prevailing rates charged
to other parties by the Supplier for similar services.

Spare Parts —

The Supplier is required to provide all of the following materials, notifications,
and information pertaining to spare parts manufactured or distributed by the
Supplier:

Select appropriate requirements and delete the rest.

a. such spare parts as the Procuring Entity may elect to purchase from the
Supplier, provided that this election shall not relieve the Supplier of any
warranty obligations under this Contract; and

b. in the event of termination of production of the spare parts:

i.  advance notification to the Procuring Entity of the pending
termination, in sufficient time to permit the Procuring Entity to
procure needed requirements; and

ii. following such termination, furnishing at no cost to the Procuring
Entity, the blueprints, drawings, and specifications of the spare
parts, if requested.

The spare parts and other components required are listed in Section VI
(Schedule of Requirements) and the cost thereof are included in the contract
price.

The Supplier shall carry sufficient inventories to assure ex-stock supply of
consumable spare parts or components for the Goods for a period of [indicate
here the time period specified. If not used indicate a time period of three times
the warranty period).

Spare parts or components shall be supplied as promptly as possible, but in any
case, within [insert appropriate time period] months of placing the order,
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Packaging —

The Supplier shall provide such packaging of the Goods as is required to prevent
their damage or deterioration during transit to their final destination, as
indicated in this Contract. The packaging shall be sufficient to withstand,
without limitation, rough handling during transit and exposure to extreme
temperatures, salt and precipitation during transit, and open storage. Packaging
case size and weights shall take into consideration, where appropriate, the
remoteness of the Goods’ final destination and the absence of heavy handling
facilities at all points in transit.

The packaging, marking, and documentation within and outside the packages
shall comply strictly with such special requirements as shall be expressly
provided for in the Contract, including additional requirements, if any, specified
below, and in any subsequent instructions ordered by the Procuring Entity.

The outer packaging must be clearly marked on at least four (4) sides as follows:

Name of the Procuring Entity

Name of the Supplier

Contract Description

Final Destination

Gross weight

Any special lifting instructions

Any special handling instructions

Any relevant HAZCHEM classifications

A packaging list identifying the contents and quantities of the package is to be
placed on an accessible point of the outer packaging if practical. If not practical
the packaging list is to be placed inside the outer packaging but outside the
secondary packaging.

Transportation —

Where the Supplier is required under Contract to deliver the Goods CIF, CIP,
or DDP, transport of the Goods to the port of destination or such other named
place of destination in the Philippines, as shall be specified in this Contract,
shall be arranged and paid for by the Supplier, and the cost thereof shall be
included in the Contract Price.

Where the Supplier is required under this Contract to transport the Goods to a
specified place of destination within the Philippines, defined as the Project Site,
transport to such place of destination in the Philippines, including insurance and
storage, as shall be specified in this Contract, shall be arranged by the Supplier,
and related costs shall be included in the contract price.
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Where the Supplier is required under Contract to deliver the Goods CIF, CIP or
DDP, Goods are to be transported on carriers of Philippine registry. In the event
that no carrier of Philippine registry is available, Goods may be shipped by a
carrier which is not of Philippine registry provided that the Supplier obtains and
presents fo the Procuring Entity certification to this effect from the nearest
Philippine consulate to the port of dispatch. In the event that carriers of
Philippine registry are available but their schedule delays the Supplier in its
performance of this Contract the period from when the Goods were first ready
for shipment and the actual date of shipment the period of delay will be
considered force majeure.

The Procuring Entity accepts no liability for the damage of Goods during transit
other than those prescribed by INCOTERMS for DDP deliveries. In the case
of Goods supplied from within the Philippines or supplied by domestic
Suppliers risk and title will not be deemed to have passed ta the Procuring Entity
until their receipt and final acceptance at the final destination.

Intellectual Property Rights —

The Supplier shall indemnify the Procuring Entity against all third-party claims
of infringement of patent, trademark, or industrial design rights arising from use
of the Goods or any part thereof.
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The terms of payment shall be as follows:

The payment shall be made within thirty (30) working days upon full
implementation of the system and receipt of the invoice with complete
requirements through List of Due and Demandable Accounts Payable
(LDDAP).

All payments shall be inclusive of all applicable taxes and other lawful charges.

The inspections and tests that will be conducted are: inspection of goods upon
deliver as specified in the Terms of Reference.
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